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Web Application Report
This report includes important security information about your web
application.

SANS/CWE Top 25 Most Dangerous Programming Errors
Report
This report was created by IBM Security AppScan Standard 9.0.3.5 iFix001, Rules: 9318
Scan started: 5/3/2017 4:08:41 PM

Regulations
The 2011 SANS/CWE Top 25 Most Dangerous Programming
Errors, Version 1.03

Summary Description
SANS is a large source for information security training and certification. The SANS (SysAdmin, Audit, Network,
Security) Institute was established in 1989 as a cooperative research and education organization.
The 2011 CWE/SANS Top 25 Most Dangerous Programming Errors is a list of the most significant programming
errors that can lead to serious software vulnerabilities. They occur frequently, are often easy to find, and easy to
exploit. They are dangerous because they will frequently allow attackers to completely take over the software, steal
data, or prevent the software from working at all.
The list is the result of collaboration between the SANS Institute, MITRE, and many top software security experts in
the US and Europe. It leverages experiences in the development of the SANS Top 20 attack vectors
(http://www.sans.org/top20/) and MITRE's Common Weakness Enumeration (CWE) (http://cwe.mitre.org/). MITRE
maintains the CWE web site, with the support of the US Department of Homeland Security's National Cyber Security
Division, presenting detailed descriptions of the top 25 programming errors along with authoritative guidance for
mitigating and avoiding them.
The 2011 list prioritizes its entries using inputs from 20 different organizations who have evaluated each weakness
based on prevalence, importance and likelihood of exploit. It uses the Common Weakness Scoring System (CWSS)
to score and rank the final results. The Top 25 list covers a small set of the most effective "Monster Mitigations" which
help developers to reduce or eliminate entire groups of the Top 25 weaknesses, as well as many of the hundreds of
weaknesses that are documented by CWE.

Covered Information
The Top 25 is organized into three high-level categories that contain multiple CWE entries:
- Insecure Interaction Between Components: These weaknesses are related to insecure ways in which data is sent
and received between separate components, modules, programs, processes, threads, or systems.
- Risky Resource Management: The weaknesses in this category are related to ways in which software does not
properly manage the creation, usage, transfer, or destruction of important system resources.
- Porous Defenses: The weaknesses in this category are related to defensive techniques that are often misused,
abused, or just plain ignored.
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Covered Entities
All companies and other entities are encouraged to adopt the standard and make sure none of the listed
vulnerabilities exist within their organization.
The main goal for the Top 25 list is to stop vulnerabilities at the source by educating programmers on how to
eliminate all-too-common mistakes before software is shipped. The list is a tool for education and awareness that will
help programmers to prevent the kinds of vulnerabilities that plague the software industry. Software consumers could
use the same list to help them to ask for more secure software. Finally, software managers and CIOs can use the
Top 25 list as a measuring stick of progress in their efforts to secure their software.

Version Date
September 13, 2011

Copyright
Parts of the general information in this report are taken as excerpts from the " 2011 CWE/SANS Top 25 Most
Dangerous Programming Errors" document that can be found at: http://cwe.mitre.org/top25/
For more information on the SANS/CWE Top 25 Most Dangerous Programming Errors please visit:
http://cwe.mitre.org/top25/
For more information on securing web applications, please visit http://www03.ibm.com/software/products/en/category/application-security/offerings/websecurity/
The information provided does not constitute legal advice. The results of a vulnerability assessment will demonstrate
potential vulnerabilities in your application that should be corrected in order to reduce the likelihood that your
information will be compromised. As legal advice must be tailored to the specific application of each law, and laws
are constantly changing, nothing provided herein should be used as a substitute for the advice of competent counsel.
IBM customers are responsible for ensuring their own compliance with legal requirements. It is the customer's sole
responsibility to obtain advice of competent legal counsel as to the identification and interpretation of any relevant
laws and regulatory requirements that may affect the customer's business and any actions the customer may need to
take to comply with such laws.

Violated Section
Issues detected across 0/25 sections of the regulation:

Sections

Number of
Issues

CWE-89 - Improper Neutralization of Special Elements used in an SQL Command ('SQL
Injection')

0

CWE-78 - Improper Neutralization of Special Elements used in an OS Command ('OS

0
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Command Injection')
CWE-120 - Buffer Copy without Checking Size of Input ('Classic Buffer Overflow')

0

CWE-79 - Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')

0

CWE-306 - Missing Authentication for Critical Function

0

CWE-862 - Missing Authorization

0

CWE-798 - Use of Hard-coded Credentials

0

CWE-311 - Missing Encryption of Sensitive Data

0

CWE-434 - Unrestricted Upload of File with Dangerous Type

0

CWE-807 - Reliance on Untrusted Inputs in a Security Decision

0

CWE-250 - Execution with Unnecessary Privileges

0

CWE-352 - Cross-Site Request Forgery (CSRF)

0

CWE-22 - Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal')

0

CWE-494 - Download of Code Without Integrity Check

0

CWE-863 - Incorrect Authorization

0

CWE-829 - Inclusion of Functionality from Untrusted Control Sphere

0

CWE-732 - Incorrect Permission Assignment for Critical Resource

0

CWE-676 - Use of Potentially Dangerous Function

0

CWE-327 - Use of a Broken or Risky Cryptographic Algorithm

0

CWE-131 - Incorrect Calculation of Buffer Size

0

CWE-307 - Improper Restriction of Excessive Authentication Attempts

0

CWE-601 - URL Redirection to Untrusted Site ('Open Redirect')

0

CWE-134 - Uncontrolled Format String

0

CWE-190 - Integer Overflow or Wraparound

0

CWE-759 - Use of a One-Way Hash without a Salt

0

Section Violation By Issue
0 Unique issues detected across 0/25 sections of the regulation:

URL

Entity

Issue Type

Sections

Detailed Security Issues by Sections

CWE-89 - Improper Neutralization of Special Elements used in an SQL
Command ('SQL Injection') 0
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CWE-78 - Improper Neutralization of Special Elements used in an OS
Command ('OS Command Injection') 0

CWE-120 - Buffer Copy without Checking Size of Input ('Classic Buffer
Overflow') 0

CWE-79 - Improper Neutralization of Input During Web Page Generation
('Cross-site Scripting') 0

CWE-306 - Missing Authentication for Critical Function

CWE-862 - Missing Authorization

0

0

CWE-798 - Use of Hard-coded Credentials

0

CWE-311 - Missing Encryption of Sensitive Data

0

CWE-434 - Unrestricted Upload of File with Dangerous Type
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CWE-807 - Reliance on Untrusted Inputs in a Security Decision

CWE-250 - Execution with Unnecessary Privileges

CWE-352 - Cross-Site Request Forgery (CSRF)

0

0

0

CWE-22 - Improper Limitation of a Pathname to a Restricted Directory ('Path
Traversal') 0

CWE-494 - Download of Code Without Integrity Check

CWE-863 - Incorrect Authorization

0

0

CWE-829 - Inclusion of Functionality from Untrusted Control Sphere

CWE-732 - Incorrect Permission Assignment for Critical Resource

CWE-676 - Use of Potentially Dangerous Function
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CWE-327 - Use of a Broken or Risky Cryptographic Algorithm

CWE-131 - Incorrect Calculation of Buffer Size

0

0

CWE-307 - Improper Restriction of Excessive Authentication Attempts

CWE-601 - URL Redirection to Untrusted Site ('Open Redirect')

CWE-134 - Uncontrolled Format String

0

0

CWE-190 - Integer Overflow or Wraparound

0

CWE-759 - Use of a One-Way Hash without a Salt
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Web Application Report
This report includes important security information about your web
application.

[US] Federal Information Security Mgmt. Act (FISMA)
Compliance Report
This report was created by IBM Security AppScan Standard 9.0.3.5 iFix001, Rules: 9318
Scan started: 5/3/2017 4:08:41 PM

Regulations
Federal Information Security Management Act (FISMA)

Summary
The Federal Information Security Management Act (FISMA) was passed by Congress and signed into law by the
President as part of the Electronic Government Act of 2002. It provides a framework to ensure comprehensive
measures are taken to secure federal information and assets. It requires each federal agency to develop, document,
and implement an agency-wide program to provide information security for the information and information systems
that support the operations and assets of the agency, including those provided or managed by another agency,
contractor, or other source.
The Office of Management and Budget (OMB) requires federal agencies to prepare Plans of Action and Milestones
Process (POA and Ms) reports for all programs and systems where they have found an IT security weakness. CIOs
and agency program officials must develop, implement, and manage POA and Ms for all programs and systems they
operate and control. Program officials must regularly update the agency CIO on their progress so the CIO can
monitor agency-wide remediation efforts and provide the agency’s quarterly update to OMB.
Agencies must submit a report to the OMB that summarizes the results of annual IT security reviews of systems and
programs, and any progress the agency has made towards fulfilling their FISMA goals and milestones.
OMB uses the reports to help evaluate government-wide security performance, develop its annual security report to
Congress, assist in improving and maintaining adequate agency security performance, and inform development of
the E-Government Scorecard under the President’s Management Agenda. The report must summarize the results of
annual IT security reviews of systems and programs, and any progress the agency has made towards fulfilling their
FISMA goals and milestones.
FISMA requires that federal agency officials understand the current status of their security programs and the security
controls planned or in place to protect their information and information systems in order to make informed judgments
and investments that appropriately mitigate risk to an acceptable level. The ultimate objective is to conduct the dayto-day operations of the agency and to accomplish the agency's stated missions with adequate security, or security
commensurate with risk, including the magnitude of harm resulting from the unauthorized access, use, disclosure,
disruption, modification, or destruction of information.

FISMA Implementation
Phase I: Standards and Guidelines Development
The first phase of the FISMA Implementation Project focuses on the development and updating of the security
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standards and guidance required to effectively implement the provisions of the legislation. The implementation of the
NIST standards and guidance will help agencies create and maintain robust information security programs and
effectively manage risk to agency operations, agency assets, and individuals.
Phase II: Implementation and Assessment Aids
The second phase of the FISMA Implementation Project is focused on providing information system implementation
and assessment reference materials for building common understanding in applying the NIST suite of publications
supporting the Risk Management Framework (RMF).
NIST Implementation Documents
NIST develops and issues standards, guidelines and other publications to assist federal agencies in implementing
FISMA, including minimum requirements, for providing adequate information security for all agency operations and
assets but such standards and guidelines shall not apply to national security systems.
Federal Information Processing Standards (FIPS) are approved by the Secretary of Commerce and issued by NIST
in accordance with FISMA. FIPS are compulsory and binding for federal agencies. FISMA requires that federal
agencies comply with these standards, and therefore, agencies may not waive their use. FIPS 200 mandates the use
of Special Publication 800-53, as amended.

AppScan and FISMA
AppScan's FISMA compliance report will automatically detect possible issues in your Web environment that may be
relevant to your overall compliance with the minimum security controls recommendations as set in the security
catalog of NIST Special Publication 800 53. This report was constructed according to the HIGH-IMPACT Information
Systems baseline. Organizations that use low or moderate control baseline may have to adjust the results
accordingly.

Covered Entities
All Federal agencies and organizations which possess or use Federal information -- or which operate, use, or have
access to Federal information systems -- on behalf of a Federal agency, including contractors, grantees, State and
local governments, and industry partners.

Effective Date
December 2002

Compliance Required by
Federal agencies must submit their annual IT review reports to the OMB by October of each year.
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Regulators/Auditors
The Office of Management and Budget (OMB).
For more information on securing web applications, please visit: http://www03.ibm.com/software/products/en/category/application-security
The information provided does not constitute legal advice. The results of a vulnerability assessment will demonstrate
potential vulnerabilities in your application that should be corrected in order to reduce the likelihood that your
information will be compromised. As legal advice must be tailored to the specific application of each law, and laws
are constantly changing, nothing provided herein should be used as a substitute for the advice of competent counsel.
IBM customers are responsible for ensuring their own compliance with legal requirements. It is the customer's sole
responsibility to obtain advice of competent legal counsel as to the identification and interpretation of any relevant
laws and regulatory requirements that may affect the customer's business and any actions the customer may need to
take to comply with such laws.

Violated Section
Issues detected across 0/23 sections of the regulation:

Sections
Sec.3544.(A), Sec.3547(1) - The head of each agency shall be responsible for providing information
security protections commensurate with the risk and magnitude of the harm resulting from unauthorized
access, use, disclosure, disruption, modification, or destruction of—(i) information collected or
maintained by or on behalf of the agency; and (ii) information systems used or operated by an agency or
by a contractor of an agency or other organization on behalf of an agency;

Number
of
Issues
0

Sec.3544.(B) - The head of each agency shall be responsible for complying with the requirements of this 0
subchapter and related policies, procedures, standards, and guidelines, including—(i) information
security standards promulgated under section 11331 of title 40; and (ii) information security standards
and guidelines for national security systems issued in accordance with law and as directed by the
President;
NIST SP 800_53,AC-3 - The information system enforces approved authorizations for logical access to
information and system resources in accordance with applicable access control policies.

0

NIST SP 800_53,AC-6 - The organization employs the principle of least privilege, allowing only
authorized accesses for users (or processes acting on behalf of users) which are necessary to
accomplish assigned tasks in accordance with organizational missions and business functions.

0

NIST SP 800_53,AC-10 - The information system limits the number of concurrent sessions for each
[Assignment: organization-defined account and/or account type] to [Assignment: organization-defined
number].

0

NIST SP 800_53,AC-11 - The Organization prevents further access to the system by initiating a session 0
lock after [Assignment: organization-defined time period] of inactivity or upon receiving a request from a
user; and retains the session lock until the user reestablishes access using established identification and
authentication procedures.
NIST SP 800_53,AC-17 - The organization: Establishes and documents usage restrictions,
configuration/connection requirements, and implementation guidance for each type of remote access
allowed; and Authorizes remote access to the information system prior to allowing such connections.

0

NIST SP 800_53,CM-6 - The organization: a. Establishes and documents configuration settings for
information technology products employed within the information system using [Assignment:
organization-defined security configuration checklists] that reflect the most restrictive mode consistent
with operational requirements; b. Implements the configuration settings; c. Identifies, documents, and

0
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approves any deviations from established configuration settings for [Assignment: organization-defined
information system components] based on [Assignment: organization-defined operational requirements];
and d. Monitors and controls changes to the configuration settings in accordance with organizational
policies and procedures.
NIST SP 800_53,CM-7 - The organization: a. Configures the information system to provide only essential 0
capabilities; and b. Prohibits or restricts the use of the following functions, ports, protocols, and/or
services: [Assignment: organization-defined prohibited or restricted functions, ports, protocols, and/or
services].
NIST SP 800_53,IA-2 - The information system uniquely identifies and authenticates organizational
users (or processes acting on behalf of organizational users).

0

NIST SP 800_53,IA-4.D - The organization manages information system identifiers for users and devices 0
by preventing reuse of user or device identifiers for [Assignment: organization-defined time period].
NIST SP 800_53,IA-4.E - The organization manages information system identifiers for users and devices 0
by disabling the user identifier after [Assignment: organization-defined time period of inactivity].
NIST SP 800_53,IA-5.C - The organization manages information system authenticators for users and
devices by ensuring that authenticators have sufficient strength of mechanism for their intended use.

0

NIST SP 800_53,IA-5.E - The organization manages information system authenticators for users and
devices by changing default content of authenticators upon information system installation.

0

NIST SP 800_53,RA-5.A - The organization: a. Scans for vulnerabilities in the information system and
hosted applications [Assignment: organization-defined frequency and/or randomly in accordance with
organization-defined process] and when new vulnerabilities potentially affecting the system/applications
are identified and reported.

0

NIST SP 800_53,SC-5 - The information system protects against or limits the effects of the following
types of denial of service attacks: [Assignment: organization-defined types of denial of service attacks or
reference to source for such information] by employing [Assignment: organization-defined security
safeguards].

0

NIST SP 800_53,SC-8 - The information system protects the [Selection (one or more): confidentiality;
integrity] of transmitted information.

0

NIST SP 800_53,SC-13 - The information system implements [Assignment: organization-defined
0
cryptographic uses and type of cryptography required for each use] in accordance with applicable federal
laws, Executive Orders, directives, policies, regulations, and standards.
NIST SP 800_53,SC-23 - The information system protects the authenticity of communications sessions.

0

NIST SP 800_53,SI-3.A - Employs malicious code protection mechanisms at information system entry
and exit points to detect and eradicate malicious code;

0

NIST SP 800_53,SI-3.B - The organization updates malicious code protection mechanisms whenever
new releases are available in accordance with organizational configuration management policy and
procedures;

0

NIST SP 800_53,SI-10 - The information system checks the validity of information inputs.

0

NIST SP 800_53,SI-11.A - Generates error messages that provide information necessary for corrective
actions without revealing information that could be exploited by adversaries;

0

Section Violation By Issue
0 Unique issues detected across 0/23 sections of the regulation:

URL
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Issue Type
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Detailed Security Issues by Sections

Sec.3544.(A), Sec.3547(1) - The head of each agency shall be responsible
for providing information security protections commensurate with the risk and
magnitude of the harm resulting from unauthorized access, use, disclosure,
disruption, modification, or destruction of—(i) information collected or
maintained by or on behalf of the agency; and (ii) information systems used or
operated by an agency or by a contractor of an agency or other organization
on behalf of an agency; 0

Sec.3544.(B) - The head of each agency shall be responsible for complying
with the requirements of this subchapter and related policies, procedures,
standards, and guidelines, including—(i) information security standards
promulgated under section 11331 of title 40; and (ii) information security
standards and guidelines for national security systems issued in accordance
with law and as directed by the President; 0

NIST SP 800_53,AC-3 - The information system enforces approved
authorizations for logical access to information and system resources in
accordance with applicable access control policies. 0

NIST SP 800_53,AC-6 - The organization employs the principle of least
privilege, allowing only authorized accesses for users (or processes acting on
behalf of users) which are necessary to accomplish assigned tasks in
accordance with organizational missions and business functions. 0

NIST SP 800_53,AC-10 - The information system limits the number of
concurrent sessions for each [Assignment: organization-defined account
and/or account type] to [Assignment: organization-defined number]. 0

5/4/2017

5

NIST SP 800_53,AC-11 - The Organization prevents further access to the
system by initiating a session lock after [Assignment: organization-defined
time period] of inactivity or upon receiving a request from a user; and retains
the session lock until the user reestablishes access using established
identification and authentication procedures. 0

NIST SP 800_53,AC-17 - The organization: Establishes and documents
usage restrictions, configuration/connection requirements, and
implementation guidance for each type of remote access allowed; and
Authorizes remote access to the information system prior to allowing such
connections. 0

NIST SP 800_53,CM-6 - The organization: a. Establishes and documents
configuration settings for information technology products employed within the
information system using [Assignment: organization-defined security
configuration checklists] that reflect the most restrictive mode consistent with
operational requirements; b. Implements the configuration settings; c.
Identifies, documents, and approves any deviations from established
configuration settings for [Assignment: organization-defined information
system components] based on [Assignment: organization-defined operational
requirements]; and d. Monitors and controls changes to the configuration
settings in accordance with organizational policies and procedures. 0

NIST SP 800_53,CM-7 - The organization: a. Configures the information
system to provide only essential capabilities; and b. Prohibits or restricts the
use of the following functions, ports, protocols, and/or services: [Assignment:
organization-defined prohibited or restricted functions, ports, protocols, and/or
services]. 0
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NIST SP 800_53,IA-2 - The information system uniquely identifies and
authenticates organizational users (or processes acting on behalf of
organizational users). 0

NIST SP 800_53,IA-4.D - The organization manages information system
identifiers for users and devices by preventing reuse of user or device
identifiers for [Assignment: organization-defined time period]. 0

NIST SP 800_53,IA-4.E - The organization manages information system
identifiers for users and devices by disabling the user identifier after
[Assignment: organization-defined time period of inactivity]. 0

NIST SP 800_53,IA-5.C - The organization manages information system
authenticators for users and devices by ensuring that authenticators have
sufficient strength of mechanism for their intended use. 0

NIST SP 800_53,IA-5.E - The organization manages information system
authenticators for users and devices by changing default content of
authenticators upon information system installation. 0

NIST SP 800_53,RA-5.A - The organization: a. Scans for vulnerabilities in the
information system and hosted applications [Assignment: organizationdefined frequency and/or randomly in accordance with organization-defined
process] and when new vulnerabilities potentially affecting the
system/applications are identified and reported. 0
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NIST SP 800_53,SC-5 - The information system protects against or limits the
effects of the following types of denial of service attacks: [Assignment:
organization-defined types of denial of service attacks or reference to source
for such information] by employing [Assignment: organization-defined security
safeguards]. 0

NIST SP 800_53,SC-8 - The information system protects the [Selection (one
or more): confidentiality; integrity] of transmitted information. 0

NIST SP 800_53,SC-13 - The information system implements [Assignment:
organization-defined cryptographic uses and type of cryptography required for
each use] in accordance with applicable federal laws, Executive Orders,
directives, policies, regulations, and standards. 0

NIST SP 800_53,SC-23 - The information system protects the authenticity of
communications sessions. 0

NIST SP 800_53,SI-3.A - Employs malicious code protection mechanisms at
information system entry and exit points to detect and eradicate malicious
code; 0

NIST SP 800_53,SI-3.B - The organization updates malicious code protection
mechanisms whenever new releases are available in accordance with
organizational configuration management policy and procedures; 0
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NIST SP 800_53,SI-10 - The information system checks the validity of
information inputs. 0

NIST SP 800_53,SI-11.A - Generates error messages that provide
information necessary for corrective actions without revealing information that
could be exploited by adversaries; 0
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Web Application Report
This report includes important security information about your web
application.

The Payment Card Industry Data Security Standard (PCI DSS)
Compliance Report
This report was created by IBM Security AppScan Standard 9.0.3.5 iFix001, Rules: 9318
Scan started: 5/3/2017 4:08:41 PM

Regulations
The Payment Card Industry Data Security Standard (PCI)
Version 3.1

Summary
The Payment Card Industry Data Security Standard (PCI DSS) was developed to encourage and enhance cardholder
data security and facilitate the broad adoption of consistent data security measures globally. PCI DSS provides a
baseline of technical and operational requirements designed to protect account data.
PCI DSS comprises a minimum set of requirements for protecting cardholder data, and may be enhanced by
additional controls and practices to further mitigate risks, as well as local, regional and sector laws and regulations.
Additionally, legislation or regulatory requirements may require specific protection of personal information or other
data elements (for example, cardholder name). PCI DSS does not supersede local or regional laws, government
regulations, or other legal requirements.
The PCI DSS security requirements apply to all system components included in or connected to the cardholder data
environment. The cardholder data environment (CDE) is comprised of people, processes and technologies that store,
process, or transmit cardholder data or sensitive authentication data.
“System components” include network devices, servers, computing devices, and applications. Examples of system
components include but are not limited to the following: Systems that provide security services (for example,
authentication servers), facilitate segmentation (for example, internal firewalls), or may impact the security of (for
example, name resolution or web redirection servers) the CDE.
Virtualization components such as virtual machines, virtual switches/routers, virtual appliances, virtual
applications/desktops, and hypervisors.
Network components including but not limited to firewalls, switches, routers, wireless access points, network
appliances, and other security appliances.
Server types including but not limited to web, application, database, authentication, mail, proxy, Network Time
Protocol (NTP), and Domain Name System (DNS).
Applications including all purchased and custom applications, including internal and external (for example, Internet)
applications. Any other component or device located within or connected to the CDE.

Covered Entities
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PCI DSS applies to all entities involved in payment card processing—including merchants, processors, acquirers,
issuers, and service providers, as well as all other entities that store, process or transmit cardholder data (CHD)
and/or sensitive authentication data (SAD).
PCI DSS requirements apply to organizations and environments where account data (cardholder data and/or
sensitive authentication data) is stored, processed or transmitted. Some PCI DSS requirements may also be
applicable to organizations that have outsourced their payment operations or management of their CDE1.
Additionally, organizations that outsource their CDE or payment operations to third parties are responsible for
ensuring that the account data is protected by the third party per the applicable PCI DSS requirements.

Compliance Penalties
If a merchant or service provider does not comply with the security requirements or fails to rectify a security issue, the
card companies may fine the acquiring member, or impose restrictions on the merchant or its agent.

Compliance Required By
PCI DSS version 3.1 has replaced PCI DSS v.2 and is effective as of January 1st 2014. The PCI DSS v.2 may not be
used for PCI DSS compliance after December 31, 2014.

Regulators
The PCI Security Standards Council, and its founding members including American Express, Discover Financial
Services, JCB, MasterCard Worldwide and Visa International.
For more information on the PCI Data Security Standard, please visit:
https://www.pcisecuritystandards.org./index.htm
For more information on securing web applications, please visit http://www03.ibm.com/software/products/en/category/application-security
Copyright: The PCI information contained in this report is proprietary to PCI Security Standards Council, LLC. Any
use of this material is subject to the PCI SECURITY STANDARDS COUNCIL, LLC LICENSE AGREEMENT that can
be found at:
https://www.pcisecuritystandards.org./tech/download_the_pci_dss.htm
The information provided does not constitute legal advice. The results of a vulnerability assessment will demonstrate
potential vulnerabilities in your application that should be corrected in order to reduce the likelihood that your
information will be compromised. As legal advice must be tailored to the specific application of each law, and laws
are constantly changing, nothing provided herein should be used as a substitute for the advice of competent counsel.
IBM customers are responsible for ensuring their own compliance with legal requirements. It is the customer's sole
responsibility to obtain advice of competent legal counsel as to the identification and interpretation of any relevant
laws and regulatory requirements that may affect the customer's business and any actions the customer may need to
take to comply with such laws.
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Violated Section
Issues detected across 0/32 sections of the regulation:

Sections

Number
of
Issues

Requirement 2 - Do not use vendor-supplied defaults for system passwords and other security
parameters.

0

Requirement 2.1 - Always change vendor-supplied defaults and remove or disable unnecessary default
accounts before installing a system on the network. This applies to ALL default passwords, including but
not limited to those used by operating systems, software that provides security services, application and
system accounts, point-of-sale (POS) terminals, Simple Network Management Protocol (SNMP)
community strings, etc.)

0

Requirement 2.2.2 - Enable only necessary services, protocols, daemons, etc., as required for the
function of the system.

0

Requirement 2.2.4 - Configure system security parameters to prevent misuse.

0

Requirement 2.2.5 - Remove all unnecessary functionality, such as scripts, drivers, features,
subsystems, file systems.

0

Requirement 2.3 - Encrypt all non-console administrative access using strong cryptography. Use
technologies such as SSH, VPN, or SSL/TLS for web based management and other non console
administrative access.

0

Requirement 2.6 - This section applies to web applications that are used by hosting providers for hosting 0
purposes – Hosting providers must protect each entity’s hosted environment and data.
Requirement 4 - Encrypt transmission of cardholder data across open, public networks.

0

Requirement 4.1 - Use strong cryptography and security protocols (for example TLS, IPSEC, SSH, etc.)
to safeguard sensitive cardholder data during transmission over open, public networks, including the
following: • Only trusted keys and certificates are accepted. • The protocol in use only supports secure
versions or configurations. • The encryption strength is appropriate for the encryption methodology in
use. Examples of open, public networks include but are not limited to: • The Internet • Wireless
technologies, including 802.11 and Bluetooth • Cellular technologies, for example, Global System for
Mobile communications (GSM), Code division multiple access (CDMA) • General Packet Radio Service
(GPRS). • Satellite communications.

0

Requirement 6 - Develop and maintain secure systems and applications.

0

Requirement 6.1 - Establish a process to identify security vulnerabilities, using reputable outside sources 0
for security vulnerability information, and assign a risk ranking (for example, as “high,” “medium,” or
“low”) to newly discovered security vulnerabilities.
Requirement 6.2 - Ensure that all system components and software are protected from known
vulnerabilities by installing applicable vendor- supplied security patches. Install critical security patches
within one month of release.

0

Requirement 6.3 - Develop internal and external software applications (including web-based
administrative access to applications) securely, as follows: • In accordance with PCI DSS (for example,
secure authentication and logging) • Based on industry standards and/or best practices. • Incorporating
information security throughout the software-development life cycle Note: this applies to all software
developed internally as well as bespoke or custom software developed by a third party.

0

Requirement 6.3.1 - Remove development, test and/or custom application accounts, user IDs, and
passwords before applications become active or are released to customers.

0

Requirement 6.4.4 - Removal of test data and accounts before production systems become active.

0

Requirement 6.5 - 5 Address common coding vulnerabilities in software-development processes as
follows: • Train developers in secure coding techniques, including how to avoid common coding
vulnerabilities, and understanding how sensitive data is handled in memory. • Develop applications
based on secure coding guidelines. Note: The vulnerabilities listed at 6.5.1 through 6.5.10 were current
with industry best practices when this version of PCI DSS was published. However, as industry best
practices for vulnerability management are updated (for example, the OWASP Guide, SANS CWE Top

0
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25, CERT Secure Coding, etc.), the current best practices must be used for these requirements.
Requirement 6.5.1 - Injection flaws, particularly SQL injection. Also consider OS Command Injection,
LDAP and XPath injection flaws as well as other injection flaws.

0

Requirement 6.5.2 - Buffer overflow

0

Requirement 6.5.3 - Insecure cryptographic storage

0

Requirement 6.5.4 - Insecure communications

0

Requirement 6.5.5 - Improper error handling

0

Requirement 6.5.7 - Cross site scripting (XSS)

0

Requirement 6.5.8 - Improper access control (such as insecure direct object references, failure to restrict 0
URL access, directory traversal, and failure to restrict user access to functions).
Requirement 6.5.9 - Cross site request forgery (CSRF)

0

Requirement 6.5.10 - Broken authentication and session management Note: Requirement 6.5.10 is a
best practice until June 30, 2015, after which it becomes a requirement

0

Requirement 6.6 - For public-facing web applications, address new threats and vulnerabilities on an
ongoing basis and ensure these applications are protected against known attacks by either of the
following methods: • Reviewing public-facing web applications via manual or automated application
vulnerability security assessment tools or methods, at least annually and after any changes Note: This
assessment is not the same as the vulnerability scans performed for Requirement 11.2. • Installing an
automated technical solution that detects and prevents web-based attacks (for example, a webapplication firewall) in front of public-facing web applications, to continually check all traffic.

0

Requirement 7 - Restrict access to data by business need-to-know

0

Requirement 7.1 - Limit access to system components and cardholder data to only those individuals
whose job requires such access.

0

Requirement 7.1.2 - Restrict access to privileged user IDs to least privileges necessary to perform job
responsibilities.

0

Requirement 8.2 - In addition to assigning a unique ID, ensure proper user-authentication management
for non-consumer users and administrators on all system components by employing at least one of the
following methods to authenticate all users: • Something you know, such as a password or passphrase •
Something you have, such as a token device or smart card • Something you are, such as a biometric.

0

Requirement 8.2.1 - Using strong cryptography, render all authentication credentials (such as
passwords/phrases) unreadable during transmission and storage on all system components.

0

Requirement 8.7 - All access to any database containing cardholder data (including access by
0
applications, administrators, and all other users) is restricted as follows: • All user access to, user queries
of, and user actions on databases are through programmatic methods. • Only database administrators
have the ability to directly access or query databases. • Application IDs for database applications can
only be used by the applications (and not by individual users or other non-application processes).

Section Violation By Issue
0 Unique issues detected across 0/32 sections of the regulation:

URL

Entity

Issue Type

Sections

Detailed Security Issues by Sections
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Requirement 2 - Do not use vendor-supplied defaults for system passwords
and other security parameters. 0

Requirement 2.1 - Always change vendor-supplied defaults and remove or
disable unnecessary default accounts before installing a system on the
network. This applies to ALL default passwords, including but not limited to
those used by operating systems, software that provides security services,
application and system accounts, point-of-sale (POS) terminals, Simple
Network Management Protocol (SNMP) community strings, etc.) 0

Requirement 2.2.2 - Enable only necessary services, protocols, daemons,
etc., as required for the function of the system. 0

Requirement 2.2.4 - Configure system security parameters to prevent misuse.
0

Requirement 2.2.5 - Remove all unnecessary functionality, such as scripts,
drivers, features, subsystems, file systems. 0

Requirement 2.3 - Encrypt all non-console administrative access using strong
cryptography. Use technologies such as SSH, VPN, or SSL/TLS for web
based management and other non console administrative access. 0
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Requirement 2.6 - This section applies to web applications that are used by
hosting providers for hosting purposes – Hosting providers must protect each
entity’s hosted environment and data. 0

Requirement 4 - Encrypt transmission of cardholder data across open, public
networks. 0

Requirement 4.1 - Use strong cryptography and security protocols (for
example TLS, IPSEC, SSH, etc.) to safeguard sensitive cardholder data
during transmission over open, public networks, including the following: • Only
trusted keys and certificates are accepted. • The protocol in use only supports
secure versions or configurations. • The encryption strength is appropriate for
the encryption methodology in use. Examples of open, public networks
include but are not limited to: • The Internet • Wireless technologies, including
802.11 and Bluetooth • Cellular technologies, for example, Global System for
Mobile communications (GSM), Code division multiple access (CDMA) •
General Packet Radio Service (GPRS). • Satellite communications. 0

Requirement 6 - Develop and maintain secure systems and applications.

0

Requirement 6.1 - Establish a process to identify security vulnerabilities,
using reputable outside sources for security vulnerability information, and
assign a risk ranking (for example, as “high,” “medium,” or “low”) to newly
discovered security vulnerabilities. 0

Requirement 6.2 - Ensure that all system components and software are
protected from known vulnerabilities by installing applicable vendor- supplied
security patches. Install critical security patches within one month of release.
0
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Requirement 6.3 - Develop internal and external software applications
(including web-based administrative access to applications) securely, as
follows: • In accordance with PCI DSS (for example, secure authentication
and logging) • Based on industry standards and/or best practices. •
Incorporating information security throughout the software-development life
cycle Note: this applies to all software developed internally as well as
bespoke or custom software developed by a third party. 0

Requirement 6.3.1 - Remove development, test and/or custom application
accounts, user IDs, and passwords before applications become active or are
released to customers. 0

Requirement 6.4.4 - Removal of test data and accounts before production
systems become active. 0

Requirement 6.5 - 5 Address common coding vulnerabilities in softwaredevelopment processes as follows: • Train developers in secure coding
techniques, including how to avoid common coding vulnerabilities, and
understanding how sensitive data is handled in memory. • Develop
applications based on secure coding guidelines. Note: The vulnerabilities
listed at 6.5.1 through 6.5.10 were current with industry best practices when
this version of PCI DSS was published. However, as industry best practices
for vulnerability management are updated (for example, the OWASP Guide,
SANS CWE Top 25, CERT Secure Coding, etc.), the current best practices
must be used for these requirements. 0

5/4/2017

7

Requirement 6.5.1 - Injection flaws, particularly SQL injection. Also consider
OS Command Injection, LDAP and XPath injection flaws as well as other
injection flaws. 0

Requirement 6.5.2 - Buffer overflow

0

Requirement 6.5.3 - Insecure cryptographic storage

Requirement 6.5.4 - Insecure communications

Requirement 6.5.5 - Improper error handling

Requirement 6.5.7 - Cross site scripting (XSS)

0

0

0

0

Requirement 6.5.8 - Improper access control (such as insecure direct object
references, failure to restrict URL access, directory traversal, and failure to
restrict user access to functions). 0

Requirement 6.5.9 - Cross site request forgery (CSRF)
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Requirement 6.5.10 - Broken authentication and session management Note:
Requirement 6.5.10 is a best practice until June 30, 2015, after which it
becomes a requirement 0

Requirement 6.6 - For public-facing web applications, address new threats
and vulnerabilities on an ongoing basis and ensure these applications are
protected against known attacks by either of the following methods: •
Reviewing public-facing web applications via manual or automated
application vulnerability security assessment tools or methods, at least
annually and after any changes Note: This assessment is not the same as the
vulnerability scans performed for Requirement 11.2. • Installing an automated
technical solution that detects and prevents web-based attacks (for example,
a web-application firewall) in front of public-facing web applications, to
continually check all traffic. 0

Requirement 7 - Restrict access to data by business need-to-know

0

Requirement 7.1 - Limit access to system components and cardholder data to
only those individuals whose job requires such access. 0

Requirement 7.1.2 - Restrict access to privileged user IDs to least privileges
necessary to perform job responsibilities. 0
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Requirement 8.2 - In addition to assigning a unique ID, ensure proper userauthentication management for non-consumer users and administrators on all
system components by employing at least one of the following methods to
authenticate all users: • Something you know, such as a password or
passphrase • Something you have, such as a token device or smart card •
Something you are, such as a biometric. 0

Requirement 8.2.1 - Using strong cryptography, render all authentication
credentials (such as passwords/phrases) unreadable during transmission and
storage on all system components. 0

Requirement 8.7 - All access to any database containing cardholder data
(including access by applications, administrators, and all other users) is
restricted as follows: • All user access to, user queries of, and user actions on
databases are through programmatic methods. • Only database
administrators have the ability to directly access or query databases. •
Application IDs for database applications can only be used by the applications
(and not by individual users or other non-application processes). 0
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