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B O M GA R Security and Vulnerability

Best Practice

About Vulnerability Scanning

To ensure the security and value of the Bomgar product, Bomgar incorporates
vulnerability scanning in our software testing process. Bomgar eagerly commits to
addressing with the utmost urgency , security vulnerabilities as they are detected by
industry security professionals.

Tested Before Release

Bomgar tracks t he results of vulnerability scans and addresse s them with priorities
based on severity and criticality of the vulnerabilities. We address a critical or
higher risk vulnerability found during a major version testing cycle prior to the
software version launch. Low risk vulnerabilities ~ which pose little or no threat to our
customers may be addressed either in a following major version or as early as a
following maintenance version.

Post-Release Support

If a critical or high -risk vulnerability surfaces after a version of Bomgar softwar e has been
released, we will address the vulnerability in a maintenance version. The updated

maintenance versions are distributed to our customers via the update manager interface

within the Bomgar administrative interface . In some cases Bomgar support will proactively
contact you with special procedures for an updated maintenance version

Note: The following pages of this document contain the results of the latest scans from

Qualys, McAfee and Nessus , scans that were performed against an installation o f Bomgar
10.5.0.
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QualysGuard PCI Report

@UALYSGUARD' PCI %DMND SEcuRITY
Scan Results
05/25/2010

The scan was started on 05/25/2010 at 16:05:47 and took 00:17:14 to complete. The scan was run against the following IP addresses:

IP Addresses

12.182.217.169
The scan eption profile used includes:

Scan Settings Advanced Settings

Scannad TCP Pors Full Host Discovery TCP Standard Scan

Scanned UDP Poris Standard Scan UDF Standard Scan

Scan Dead Hosts Off ICMP On

Load Balancer Detection Off lgnore RST packets Off

Password Brute Forcing Standard Ignore firewall-generated SYN-ACK packets Off

Vulnerability Detection Complete ACKISYN-ACK packets during discovery Send

Windows Authentication Disablad

SSH Authentication Disabled

Oracle Authentication Disabled

SHMP Authentication Disabled

Perform 3-way Handshake Off

Overall Performance Custom

Hosts to Scan in Parallel-External Scannar 25

Hosts to Scan in Parallel-Scanner Appliances 25

Processes to Run in Parallel-Total 10

Processes to Run in Paralle-HTTF 10

Packet (Burst) Delay Minirmum
Scan Resulis page 1
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QualysGuard PCI Report, continued

Report Summary

Company: Bomgar Corporation

Usar: Tal Guest

Template Titla: Scan Results

Active Hosts: 1

Total Hosts: 1

Scan Type: On Damand

Scan Status: Finished

Scan Title: 10.5.0and3.1.10

Scan Date: 05/26/2010 at 16:05:47

Reference: scan’ 274803552.15272

Scanner Appliance: 64.39.106.1%1 (Scanner 5.8.63-1, Web 6.10.70-1, Vulnerability Signatures 1.26.75-3)

Duration: 00:17:14

Options: Payment Card Industry {(PCI) Options

Targat: 12.182.217 169

Summary of Vulnerabilities

Vulnerabilities Total

by Severity

Severity Confirmed Potential Information Gatherad Total
5 0 0 0 Q
4 0 0 0 a
3 0 0 a a
2 2 0 1 3
1 0 0 9 9
Tatal 2 0 10 12
Scan Resulls page 2
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QualysGuard PCI Report, continued

Vulnerabilities by Severity
Severity Level
24 [ | o 5
[ | o 4
O o 3
E O 2 2
E O o 1
3 2 Total
g 14
2
o F F__4 F___4 F 4
Severity 5  Severity ¢  Severity 3  Severity 2  Severity 1
Severity
Potential Vulnerabilities by Severity
There is no data available
Scan Resulls page 3
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QualysGuard PCI Report, continued
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Scan Resulls page 4

Page 7 Contact Bomgar | www.bomgar.com | feedback@bomgar.com | 866.205.3650



B O M GA R Security and Vulnerability

Best Practice

QualysGuard PCI Report, continued

Detailed Results

12.182.217.169 (No registered hostname,-) Linux 2.4-2.6 / Embedded Device / F5 Networks Big-IP
Security Risk i Compliance Status

m 2 TCP Sequence Number Approximation Based Denlal of Service

QiD: 82054 CV/SS Base: 5
Category: TCRAP CWVSE Temporal: 4.2
CVE ID: CWVE-2004-0230

Wendor Reference; -

Bugtrag 1D: 10183

Last Update: 0210372010

THREAT:

TECP provides stateful communications between hosis on a network, TCP sessions are established by a three-way handshake and use random 32-
bit saquence and acknowledgement numbers o ensure the validity of traffic. A vulnerability was reportad that may permit TCP sequence numbers to
be more easily appraximated by remote attackers. This issue affects praducts released by multiple vendars.

The cause of the vulnerability is that affected implementations will accept TCP sequence numbers within a certain range, known as the
acknowledgament range, of the expected sequence number for 8 packet in the session. This is determinad by the TCP window size, which is
negotiated during the three-way handshake for the session. Larger TCP window sizes may be set 1o allew for more throughput, but the larger the
TCP window size, the more probable it is 1o guess a TCP seguence number that fallz within an acceptable range. |t was initially thought that
guessing an acceptable sequence number was relatively difficult for most implementations given random distribution, making this type of attack
impractical. However, some implementations may make it easier to successfully approximate an acceptable TCP sequence number, making these
attacks possible with a number of protocols and implementations,

This is further compounded by the fact that some implementations may support the use of the TCP Window Scale Option, as described in RFC
1323, to extend the TCP window size to a maximum value of 1 billion.

This vulnerability will permit a remote attacker to inject a SYN or RST packet into the session, causing it to be reset and effectively allowing for denial
of service attacks. An attacker would exploit this issue by sending a packet to a receiving implementation with an approximated sequence number
and a forged source |P address and TCP pori.

There are a few factors that may present viable target implementations, such as those which depend on long-lived TCP connections, those that have
known or easily guessed |P address endpoints and those implementations with easily guessed TCP source ports. It has been noted that Border
Gateway Protocol (BGF) is reporied to be particularly wulnerable to this type of attack, due to the use of long-lived TCP sessions and the possibility
that some implementations may use the TCP Window Scale Option, As a result, this issue is likely to affect a number of routing platforms.

Another factor to consider is the relative difficulty of injecting packets into TCP sessions, as a number of receiving implementations will reassemble
packeis in order, dropping any duplicates. This may make some implementations more resistant to attacks than others.

It should be noted that while a number of vendors have confirmed this issue in various products, investigations are ongoing and it is likely that many
other vendars and products will turn out to be vulnerable as the issue is investigated further.

IMPACT:
Successiul exploitation of this issue could lead to denial of service attacks on the TCP based services of target hosts, Other consequences may also
result, such as man-in-the-middle attacks.

SOLUTION:
Plaase first check the results section below for the part number on which this vulnerability was detected. If that port number is known to be used for
pori-forwarding, then it is the backend host that is really vulnerable,

Varicus implementations and products including Check Point, Cisco, Cray Inc, Hitachi, Internet Initiative Japan, Inc (I1J), Juniper Networks, NEC,
Polycom, and Yamaha are currently undergoing review, Contact the vendors to obtain more information about affected products and fixes. NISCC
Advisory 236929 - Vulnerability Issues in TCP details the vendor patch status as of the time of the advisory, and identifies resclutions and

Scan Resulls page §
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QualysGuard PCI Report, continued
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