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Thank you for using Bomgar.

AtBomgar,customer service is a toppriority.Helpus provide youwithexcellent service. If
youhaveanyfeedback, includinganymanualerrors or omissions,please sendanemail to
feedback@bomgar.com.
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API Programmer's Guide | Version 1.7.0 (for Bomgar 12.1.x)

Front-end integrationof the Bomgar API enables customers
to correlate Bomgar support sessions with third-partyor in-
housedevelopedapplications topull reportdata, issue
commands,or configure the Bomgar appliance to
automatically saveabackupof its software configuration
ona recurringbasis.

Onecommonexample of API integrationwouldbe linkinga
helpdesk ticketing systemto Bomgar sessions to track issue
resolution.

Youcouldalsoadda feature toanapplication toenable the representative togenerateasession fromdirectlywithin that
program insteadof the Bomgar representative console.

To use the Bomgar API,ensure that the Enable XML APIoption is checkedonthe Securitypageunder theManagement tabof
the /loginadministrative interface.

For the examples in the followingpages,a sample URL of support.example.com is used.Please replace this URL withyour
Bomgar appliance’s public site URL.
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About the Command API

The Bomgar commandAPI is designed toenable you to sendcommands to your Bomgar appliance fromanoutside
application. This canbeused to start or transfer aBomgar support sessionwithout using the standard representative console,
to geta list of logged-in representatives, to obtaina list of support teams and issues,or to get informationabout your Bomgar
API version.

Commands are executedbysendingasimple HTTP request to the Bomgar appliance. The request canbe sent usinganyHTTPS-
capable socket libraryor scripting languagemodule,awebbrowser,or aURL fetcher suchas cURLorwget. EitherGETor POST
maybeusedas the requestmethod.

Note:Bydefault,access to theAPI is SSL-encrypted;however, youcanchoose toallowHTTPaccess bychecking theAllow
HTTP Access to XML APIoptiononthe Securitypageunder theManagement tabof the /loginadministrative interface. It is
highly recommended that HTTP remain disallowed as a security best practice.

ThecommandAPI URL is https://support.example.com/api/command.ns.

AnXML schemawhich formallydescribes the formatof the commandAPI response is available at
https://support.example.com/api/command.xsd.

username=[string]

The username tousewhen issuingcommands. For allcommands, this usermust have
permission to use thecommandAPI. The usermust havepermission toperform remote
support inorder to issuegenerate_session_keyandmustbeanadministrator inorder to
issue transfer_session.

password=[string] Thepasswordassociatedwith this username.

action=[string] The typeof action toperform.Canbegenerate_session_key, transfer_session,get_
logged_in_reps,get_support_teams, or get_api_info.

Required Parameters for Command API
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The generate_session_key Command

Thegenerate_session_keycommandcreates anew sessionkeytobeused in startingasupport session.Note that if your
Bomgar appliancehasmultiple public sites, the sessionkeycreatedmaybeassociatedwithanyof these sites,dependingon
themethodused todownload thecustomer client.

For example, SiteAhas ahostnameof support.example.com,andSite B has ahostnameof remote.example.com.Whena
generate_session_key request is made to support.example.comwithaurl_hostnameof remote.example.com,bothasession
keycodeandaunique sessionkeyURL willbegenerated.

If the customer goes to thegeneratedURL todownload thecustomer client, then the sessionwillbeassociatedwithSite B,
because the sessionkeyURL points to the hostnamedesignatedbythe url_hostnameparameter.

However, the customer couldalsodownload thecustomer clientbysubmitting the sessionkeycodeoneither site. Therefore, if
the customer goes to SiteA to submit the code, then the sessionwillbeassociatedwithSiteA,while if he or shegoes to Site B,
the sessionwillbeassociatedwithSite B.

Required Parameters for generate_session_key

type=[string] The typeof session for whichyouwould like togenerateasessionkey.Currently, the only
supportedvalue is support.

queue_id=[string]

Thequeue inwhich the session shouldbeplaced.Canbeoneofgeneral, rep:[id],
team:[id], or embassy:[id]1,where [id] is the numeric ID for the representative, team,or
Embassyqueue inwhichyouwish toplace this session.Canalsobe rep_
username:[username]. This callwillworkonly if a single user with thegivenusernameexists;
otherwise,anerrormessagewillbe returned.

Optional Parameters for generate_session_key

ttl=[integer] Time in seconds for which this keyshouldbe valid. If omitted, themaximumsessionkey
timeout set in theadministrative interfacewillbe used.2

external_key=[string] Anarbitrary string thatcan link this session toan identifier onanexternal system, suchas a
helpdesk ticket ID.

url_hostname=[string] Hostname touse in theURL generated for the sessionkey.Defaults to theprimary
hostname for your Bomgar appliance.

1Requires Enterprise licensing.
2Requires Enterprise licensing.
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XML Response for generate_session_key Query

<type> The typeof session for which this keywas generated.Currently, the only supportedvalue is
support.

<ttl> Time in seconds for which this key is valid.1

<expires> The timestampatwhich this sessionkeyexpires.

<queue> Thequeue inwhich this sessionwillbeplaced.Willbegeneral, rep, teamor embassy.

<queue_id> The numeric IDof thequeue.

<external_key> A string that links this session toan identifier onanexternal system, suchas ahelpdesk
ticket ID.

<short_key> The seven-character string that the customer canenter onyour public site to start a
session.

<key_url> The sessionkeyurl towhich thecustomer cango to start a session.

<mail_subject> The subject line of the sessionkeyemail invitation.

<mail_body> Thebodyof the sessionkeyemail invitation.

/session_key

1Requires Enterprise licensing.
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Query Examples: generate_session_key

Generalqueue https://support.example.com/api/command.ns?username=test&password=test&action=
generate_session_key&type=support&queue_id=general

Specific representative https://support.example.com/api/command.ns?username=test&password=test&action=
generate_session_key&type=support&queue_id=rep:1

Specific team https://support.example.com/api/command.ns?username=test&password=test&action=
generate_session_key&type=support&queue_id=team:1

Specific Embassy https://support.example.com/api/command.ns?username=test&password=test&action=
generate_session_key&type=support&queue_id=embassy:1

Generalqueue,1 hour time to
live1

https://support.example.com/api/command.ns?username=test&password=test&action=
generate_session_key&type=support&queue_id=general&ttl=3600

Generalqueue,externalkey https://support.example.com/api/command.ns?username=test&password=test&action=
generate_session_key&type=support&queue_id=general&external_key=ABC1234

Generalqueue, specified
Hostname

https://support.example.com/api/command.ns?username=test&password=test&action=
generate_session_key&type=support&queue_id=general&url_
hostname=remote.example.com

1Requires Enterprise licensing.
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The join_sessionCommand

The join_sessioncommandadds a logged in representative toanexisting support session.

Required Parameters for join_session

lsid=[string] The IDof the session towhich the representativewillbeadded.

rep_id=[string] Unique IDassigned to the representative.

XML Report for join_session Query

<success> Returns amessageof Representative successfully added if successful.

<error> Returns anerrormessage if not successful.

Query Examples: join_session

Addrepresentative to session
c69a8e10bea9428f816cfababe9815fe

https://support.example.com/api/command.ns?username=test&password=test
&action=join_session&lsid=c69a8e10bea9428f816cfababe9815fe&rep_id=151
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The transfer_sessionCommand

The transfer_sessioncommandtransfers anactive session fromonequeue toanother.

Required Parameters for transfer_session

lsid=[string] The IDof the sessionyouwish to transfer.

queue_id=[string]
Thequeue towhich this session shouldbe transferred.Canbeoneofgeneral, rep:[id],
team:[id], or embassy:[id],where [id] is the numeric ID for the representative, team,or
Embassyqueue towhichyouwish to transfer this session.

XML Report for transfer_session Query

<success> Returns amessageof Successfully transferred if the transfer was successful.

<error> Returns anerrormessage if the transfer was not successful.

Query Examples: transfer_session

Session
c69a8e10bea9428f816cfababe9815fe
togeneralqueue

https://support.example.com/api/command.ns?username=test&password=test
&action=transfer_session&lsid=c69a8e10bea9428f816cfababe9815fe&queue_
id=general

Session
c69a8e10bea9428f816cfababe9815fe
to specific representative

https://support.example.com/api/command.ns?username=test&password=test
&action=transfer_session&lsid=c69a8e10bea9428f816cfababe9815fe&queue_
id=rep:1

Session
c69a8e10bea9428f816cfababe9815fe
to specific team

https://support.example.com/api/command.ns?username=test&password=test
&action=transfer_session&lsid=c69a8e10bea9428f816cfababe9815fe&queue_
id=team:1
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The get_logged_in_reps Request

Theget_logged_in_reps request returns XML dataaboutall logged-in representatives. It requires noadditionalparameters.

XML Response for get_logged_in_reps Query

<logged_in_reps>
Returns a<rep>element for each logged-in representative. If no representatives are
logged in, this elementwillcontainno<rep>elements. If anerror occurs, itwillcontainan
<error>elementdescribing theproblem.

Element Names and Attributes

id (attribute) Unique IDassigned to the representative.

<display_name> Thedisplaynameof the representative.

<type> The typeof representative logged in. Types includeNormal,Embassyand Invited.

<direct_link> AnHTML anchor tagcontaining theURL thatcustomers canuse todownload the
customer client to connectdirectly to the representative.

<logged_in_since> Thedateandtimeatwhich the representative logged in.

<presentation_count> The number of activepresentations the representative is currently running.

<support_session_count> The number of active sessions the representative is currently running.

<showing_on_rep_list> Integer value (1or 0) indicating if the repcurrentlyhas permission to showonthepublic site
andhas their Showing On Representative Listpreferencechecked in the repconsole.

/logged_in_reps/rep

Query Example: get_logged_in_reps

get_logged_in_reps https://support.example.com/api/command.ns?username=test&password=test&action=
get_logged_in_reps
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The get_support_teams Request

Theget_support_teams request returns XML datacontainingallconfiguredsupport teams andall the issues configured for
eachteam.

Optional Parameter for get_support_teams

showmembers
Causes theoutput toalso list all the representatives whoaremembers of eachteam.
Dependingonteamconfiguration, showingallmembers couldaddasignificantamount
of data to theoutputandshouldbeusedsparingly.

XML Response for get_support_teams Query

<support_teams>
Contains a<support_team>element for eachsupport team. If no support teams have
beencreated, this elementwillcontainno<support_team>elements. If anerror occurs, it
willcontainan<error>elementdescribing theproblem.

Element Names and Attributes

id (attribute) Unique IDassigned to the support team.

<name> The nameof the support team.

<embassy> Integer value (1)presentonly if the teamis anEmbassy.

<issues>
Contains an<issue>element for each issueassociatedwith this support team,as
describedbelow. If no issues havebeenconfigured for this team, the <issue>elementwill
beblank.

<members>
Displayedonly if the showmembersparameter has been included in the request.Contains
a<representative>element for eachmember of this team. If no representatives have
beenassigned to this team, the <members>elementwillbeblank.

/support_teams/support_team

id (attribute) Unique IDassigned to this issue.

<title> The title of the issue.

/support_teams/support_team/issues/issue
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id (attribute) Unique IDassigned to the representative.

<username> The usernameassigned to the representative.

<display_name> Thedisplaynamecurrentlyassigned to the representative.

/support_teams/support_team/members/representative

Query Examples: get_support_teams

Shownames and issues https://support.example.com/api/command.ns?username=test&password=test&action=
get_support_teams

Shownames, issues,and
members

https://support.example.com/api/command.ns?username=test&password=test&action=
get_support_teams&showmembers
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The get_api_info Request

Theget_api_info request returns XML datacontaining thecurrentAPI version information.

XML Response for get_api_info Query

<api_version> The software versionof the current Bomgar API.

<timestamp> The server’s current timestampat the time this reportwas pulled.

<permissions> Thepermissions of the user accountused to issue this command. Thepermissions shown
aredetailedbelow.

<user_id> The numeric rep IDof the Bomgar usermaking this API call.

/get_api_info

Element Names and Attributes

perm_use_command_api Integer value (1or 0) indicating if the user has permission to use thecommandAPI.

perm_use_reporting_api Integer value (1or 0) indicating if the user has permission to use the reportingAPI.

perm_admin Integer value (1or 0) indicating if the user is anadministrator.

perm_view_reports

Indicates if the user has permission to view reports.Canbeoneof the following:

none Cannot viewanyreports.

user_sessions Canview reports inwhichheor shewas theprimary representative.

team_sessions Canview reports inwhichoneof the user's teammateswas theprimary
representative or oneof the user's teamswas theprimary team.

all_sessions Canviewall reports.

perm_view_sd_recordings Integer value (1or 0) indicating if the user has permission to view support session
recordings.

perm_sd_allowed Integer value (1 or 0) indicating if the user is allowedtoprovide remote support.

/get_api_info/permissions/permission

Query Example: get_api_info

get_api_info https://support.example.com/api/command.ns?username=test&password=test&
action=get_api_info
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About the Client Scripting API

Theclient scriptingAPI enables you to sendcommands to Bomgar clients fromexternalapplications. It is anunauthenticated
web-basedAPI, introduced inAPI version1.6.0, thatcreates script files tobeopenedbythe Bomgar representative console.

Customers canuse theclient scriptingAPI to start a support sessionwitha specific JumpClient,pushandstart a sessionwitha
Windows systemwithina localnetwork,or prompt representatives togenerateasessionkey.

The client scriptingAPI URL is http://support.example.com/api/client_script.ns.

This API accepts aclient type (rep),anoperation toperform(generate),acommandtoput in the script file,andasetof
parameters topass to thecommand.Here is anexample of avalidClient ScriptingAPI request:

https://support.example.com/api/client_script.ns?type=rep&operation=generate&action=start_pinned_client_
session&search_string=ABCDEFG02

Theabove requestwillprompt the user todownloadaBomgar representative console script file.After downloading the script
file, the user can run it using the representative console. In this case, the script filewillcontaincommands to start a sessionwith
the JumpClientwhose hostname,comments,public IP,or private IPmatches the searchstring "ABCDEFG02".

Note:Bydefault,access to theAPI is SSL-encrypted;however, youcanchoose toallowHTTPaccess bychecking theAllow
HTTP Access to XML APIoptiononthe Securitypageunder theManagement tabof the /loginadministrative interface. It is
highly recommended that HTTP remain disallowed as a security best practice.

type=rep The Bomgar client towhich thecommandapplies.Currently theAPI only
supports repas theclient type.

operation=generate

Theoperation toperform.Currently theAPI only supportsgenerateas the
operation.

Thegenerateoperationexpects the followingparameters to specify the
commandtogenerate: start_pinned_client_session,generate_session_keyor
push_and_start_local.

action=<command>

or

action=<command>&parameter=[value]

The nameof the commandto run.Canbe start_pinned_client_session,
generate_session_keyor push_and_start_local.

Required Parameters for Client Scripting API

action=start_pinned_client_session&
search_string=[string]

session.custom.external_key=[string]

Paramaters and Values Available for action=<command>
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action=generate_session_key&

session.custom.external_key=[string]

public_portal_hostname=[string]

Note:Parameters are optional for thegenerate_session_keycommand.
Omitting themwill simplycause the RepresentativeConsole to show the
Generate Session Keydialog.

action=push_and_start_local& hostname=[string]
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The start_pinned_client_sessionCommand

The start_pinned_client_sessioncommandattempts to start a support sessionwithaBomgar JumpClient.Representatives
mayrun this commandfor all JumpClients theyarepermitted toaccess via JumpClientmanagement interface in the
representative console.

Required Parameters for the start_pinned_client_session Command

search_string=[string]
The searchcriteriaused to selectaJumpClient. Theprivate IP,public IP,hostname,
andcomments fields of the JumpClientwillbematchedagainst the searchstring.
This fieldhas amaximumlengthof 1024 characters.

Optional Parameters for the start_pinned_client_session Command

session.custom.external_key=[string] Theexternalkeytoassociatewith the support session spawned fromthe Jump
Client. This fieldhas amaximumlengthof 1024 characters.

Query Examples: start_pinned_client_session

Start a support sessionwith the JumpClient
whose hostname is "ABCDEFGH02"

https://support.example.com/api/client_
script.ns?type=rep&operation=generate&action=start_pinned_client_
session&search_string=ABCDEFGH02

Start a support sessionwith the JumpClient
whose comments fieldcontains the string
"ExampleCo"

https://support.example.com/api/client_
script.ns?type=rep&operation=generate&action=start_pinned_client_
session&search_string=Example%20Co

or

https://support.example.com/api/client_
script.ns?type=rep&operation=generate&action=start_pinned_client_
session&search_string=Example+Co

Start a support sessionwith the JumpClient
whoseprivate IPaddress or public IPaddress is
"192.168.9.14" andassign theexternalkey
"BMC0000001275" to the session:

https://support.example.com/api/client_
script.ns?type=rep&operation=generate&action=start_pinned_client_
session&search_string=192.168.9.14&session.custom.external_
key=BMC0000001275

Note: If more thanone JumpClientmatches the searchcriteria thenadialogwillopen ,giving the user the option to select
theappropriate JumpClient.
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The generate_session_key Command

In the contextof the client scriptingAPI, thegenerate_session_keycommandcauses the RepresentativeConsole to show the
Generate SessionKeydialog.Parameters canbepassed to thecommandtocustomize thebehavior.

Optional Parameters for the generate_session_key Command

session.custom.external_key=[string]
Theexternalkeytoassociatewith the support session startedwith the sessionkeyor
URL shownontheGenerate SessionKeydialog. This fieldhas amaximumlengthof
1024 characters.

public_portal_hostname=[string]

The hostnameof thepublic portal that shouldbe selectedbydefaultwhenthe
Generate SessionKeydialog is shown. The representativewill still have theoption to
change thepublic portalon thedialog. This fieldhas amaximumlengthof 255
characters.

Query Examples: generate_session_key

Show theGenerate SessionKeydialog https://support.example.com/api/client_script.ns?
type=rep&operation=generate&action=generate_session_key

Show theGenerate SessionKeydialogwith the
public portalhostname "support.example.com"
selected

https://support.example.com/api/client_
script.ns?type=rep&operation=generate&action=generate_session_
key&public_portal_hostname=support.example.com

Show theGenerate SessionKeydialogand
associate theexternalkey "BMC0000001275" with
anysupport sessions startedusing the sessionkey
or URL shownonthedialog

https://support.example.com/api/client_
script.ns?type=rep&operation=generate&action=generate_session_
key&session.custom.external_key=BMC0000001275
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The push_and_start_local Command

Thepush_and_start_localcommandattempts topush thecustomer client toacomputer on the localnetwork to start a
support session. This canalsobedescribedas a localJump.

Required Parameters for push_and_start_local

hostname=[string] The hostnameof the computer that is the targetof thepushandstart operation. This
fieldhas amaximumlengthof 255 characters.

Query Examples: push_and_start_local

Jumpto the localnetworkcomputer
called "ABCDEFGH02"

https://support.example.com/api/client_
script.ns?type=rep&operation=generate&action=push_and_start_
local&hostname=ABCDEFGH02
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About the Session Generation API

Thepublic site is acollectionof forms and links whichgenerates anHTTP request eachtimeasession is requested, resulting in the
customer client’s beingdownloadedto the remotecomputer. The requestgenerateddepends on theconfigurationof the
public site and themethodusedbythecustomer to request support:

1. Byselectinganame froma list of logged-in representatives
2. Byenteringaunique sessionkey
3. Bysubmittingan issue

The sessiongenerationAPI URL is https://support.example.com/api/start_session.ns

Thequeue inwhich toplace thecustomer after connectingcanbe specified inoneof twoways:

id=[integer] The numeric ID for the representativewithwhomto start the session.

name=[string] Thedisplayname for this same representative.

external_key=[string] A keytoanexternalhelpdesk ticket system(maximumof 1024 characters).

Session Generation by Representative Name and ID

issue_menu=[integer] Mustbe set to 1. This is the only field that is required.

customer_name=[string] Customer’s name (maximumof 100 characters).

customer_company=[string] Customer’s companyname (maximumof 100 characters).

customer_company_
code=[string] Customer’s companycode (maximumof 100 characters).

customer_desc=[string] Customer’s problemdescription (maximumof 1024 characters).

id=[integer]

The numeric ID for the selectedmenu item. IfDisplay Reps in Issues Menu is enabled from
the Public Site Configurationpageof the /loginweb interface, this willbe the unique ID
for a representative in the list.Otherwise, itwillbe the unique ID for an issue found in the
issues list. If not specified, the sessionwillgo to thegeneralqueue if this queue is
enabled.Toobtaina list of valid issue IDs, issueaget_support_teamscommandas
detailed in theCommand API sectionof this guide.

external_key=[string] A keytoanexternalhelpdesk ticket system(maximumof 1024 characters).

Session Generation by Issue Submission Survey

Note that if your Bomgar appliancehasmultiple public sites, the sessioncreatedwillbeassociatedwith thepublic sitewhose
domainnamematches the request’s domainname.For example, if Site Ahas ahostnameof support.example.comandSite B
has ahostnameof remote.example.com,a sessiongeneration requestmade to support.example.comwillcreateasession
associatedwithSiteA.
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Query Examples

Specific representative https://support.example.com/api/start_session.ns?id=1&name=Admin

Issue submission survey
https://support.example.com/api/start_session.ns?issue_menu=1&customer_
name=John%20Doe&customer_company=Company%20Name&customer_company_
code=1234&customer_desc=I%20need%20support&id=1&external_key=1234

Platform https://support.example.com/api/start_
session.ns?id=1&name=Admin&platform=winNT-32

Toprogrammaticallydownload thecustomer client,anHTTP requestmustbemade to
https://support.example.com/api/start_session.nswith thecorrectparameters for thedesired request type. It is possible to
programmaticallydownload thecustomer clientwith specifiedparameters for a specificWindows®platformsuchas
Windows 32-bit or 64-bit. Todo soanHTTP requestmustbemade tohttps://support.example.com/api/start_
session.ns?id=1&name=Admin&platform=winNT-32 using thecorrectparameters for thedesiredplatform,winNT-32orwinNT-
64.
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Starting Sessions with Session Key Acceptance

Analternativemethodof startingasession is to createaweb formwhere your customers canenter short sessionkeystrings to
start sessions withyou.

To createasessionkeyentry form,createaweb formwith theactionof https://support.example.com/api/start_session.ns
andamethodof eitherGETor POST. Youmustalso usea textboxwith the nameof short_key,as shown in theexamplebelow.

<form action="https://support.example.com/api/start_session.ns" method="get">
Session Key: <input type="text" name="short_key" /><br />

<input type="submit" value="Submit" />
</form>

Youmayalso includeanexternalkeyto start a session.

<form action="https://support.example.com/api/start_session.ns" method="get">
Session Key: <input type="text" name="short_key" /><br />
External Key: <input type="text" name="external_key" /><br/>

<input type="submit" value="Submit" />
</form>

Using this form,your customer canenter ageneratedseven-character sessionkeyandanoptionalexternalkeyto start a
sessionwithyou.
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Starting Sessions withClick-To-Chat

To start sessions usingclick-to-chat rather than the fullcustomer client, youmust first referenceanexternal JavaScript file that is
includedonyour Bomgar applianceandthentell theAPI whichpublic site to use.Bothof these elements shouldbe included in
the headof your webpage,as shown in theexamplebelow.

<head>
<script type="text/javascript" src="https://support.example.com/api/clicktochat.js"></script>
<script type="text/javascript">

BG.setSite("https://support.example.com");
</script>

</head>

Then,within thebody,youmust includeanonclickeventattribute ontheanchor or buttonelements youwish to use to start a
session.Youmayuse sessionkeysubmission, representative selection,or issue submission to start the sessionbycalling the
followingJavaScript functions:

l BG.startChatWithSessionKey(sessionKey, fallbackToFullWindow)

l BG.startChatWithRepIdName(repId, repName, fallbackToFullWindow)

l BG.startChatWithIssueId(issueId, fallbackToFullWindow)

l BG.startChatWithIssueForm(formElement, fallbackToFullWindow)

Each functioncontains anoptional fallbackToFullWindowparameter,whichdetermineswhataction to take should theclick-
to-chatwindowbeblockedbyahighsecuritypolicy inauser's webbrowser. If the newwindow is blockedandthe
fallbackToFullWindowparameter is set to true, then theoriginalwindowwillattempt to redirect to openclick-to-chat in the full
window.

Tobegina sessionusingasessionkey, set theonclickattribute to BG.startChatWithSessionKey(sessionKey,
fallbackToFullWindow),where SessionKey is the seven-character stringused togenerateasession.Below is anexample of a
commonsetup.

Session Key: <input type="text" id="key" name="key" /><br />
<input type="submit" value="Submit"

onclick="BG.startChatWithSessionKey(document.getElementById('key').value, true); return false;" />

Tobegina sessionusingbothasessionkeyandexternalkey, set theonclickattribute to
BG.startChatWithSessionKeyAndExternalKey(sessionKey, externalKey, fallbackToFullWindow),whereexternalKey is the key
stringused togenerateasession.Below is anexample of acommonsetup.

Session Key: <input type="text" id="short_key" name="short_key" /><br />
External Key: <input type="text" id="external_key" name="external_key" /><br />
<input type="submit" value="Chat!"

onclick="BG.startChatWithSessionKeyAndExternalKey(document.getElementById('short_key').value,
document.getElementById('external_key').value, true); return false;"/>

Begina sessionwitha specific representative usingBG.startChatWithRepIdName(repId, repName, fallbackToFullWindow),
where repId is the unique identifier for the selected representative and repName is the representative's displayname.Youcan
geta list of logged in representatives and their unique identifiers using theget_logged_in_repscommandas detailed in the
Command API sectionof this guide. Theexamplebelow shows a link tobegina sessionwitha specific representative.
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<a href="https://support.example.com/api/start_session.ns?id=1&amp;name=Admin"
onclick="BG.startChatWithRepIdName('1', 'Admin', true); return false;">Start Session with Admin</a>

Begina session referencingasupport issue usingBG.startChatWithIssueId(issueId, fallbackToFullWindow),where issueId is the
unique identifier of the support issue. IfDisplay Reps in Issues Menu is enabled fromthe Public Site Configurationpageof the
/loginweb interface, this willbe the unique ID for a representative in the list.Otherwise, itwillbe the unique ID for an issue found
in the issues list or 0 for thegeneralqueue (if enabled).

Geta list of logged in representatives and their unique identifiers using theget_logged_in_repscommandas detailed in the
Command API sectionof this guide. Toobtaina list of valid issue IDs, issueaget_support_teamscommandas detailed in the
Command API sectionof this guide. Theexamplebelowdemonstrates a link hardcodedtobegina sessionwitha specific issue,
thoughyoucanmodify the code toallow thecustomer to choosean issue.

<a href="https://support.example.com/api/start_session.ns?issue_menu=1&amp;id=1"
onclick="BG.startChatWithIssueId('1', true); return false;">Start Session</a>

Youalso canbegina sessionbyreferencinganentire formusingBG.startChatWithIssueForm(formElement,
fallbackToFullWindow),where formElement is the formto reference. This formcan includeanyof the fields detailed in the
Session Generation sectionabove,witheach field tobe submittedhaving its appropriate name. Theonly required fields are
the ID field, specifyingwhich representative or issue has beenselected,or 0 for thegeneralqueue (if enabled).

<form action="https://support.example.com/api/start_session.ns" method="get">

Your Issue:
<select name="id">

<option value="">Please choose an issue</option>
<option value="1">I need help getting started</option>
<option value="2">I am receiving an error</option>

</select>
<br />
Your Name: <input type="text" name="customer_name" /><br />
Describe Your Issue: <textarea name="customer_desc"></textarea><br />
<input type="hidden" name="issue_menu" value="1" />
<input type="submit" value="Submit" onclick="BG.startChatWithIssueForm(this.form, true); return false;" />

</form>
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Starting Sessions with External Keys (TicketID)

Theexternalkey is a text string sent to the Bomgar appliance
tobe loggedas apropertyof aparticular support session.
This keytypicallyoriginates fromsoftware separate fromthe
Bomgar software. It does notneedtobeaunique valuebut
usually is. The externalkeycanbe specified inoneof two
ways.

Manual Entry

The support representativewhohas ownershipof aBomgar sessioncanmanuallyassignakeyvalue fromwithin the
representative console. If enabled, the Summary tabof a sessiondisplays that session’s externalkey.Click the Edit button to
modify this value.

Programmatic Assignment

The second,more usefulwayof designatinganexternalkey is fromwithin theURL sent to the Bomgar appliancebythe
customer client. The externalkeycanbe specifiedusing thegenerate_session_keycommanddetailed in the sectionbelow.
The issue submission surveyalso supports specifyinganexternalkey.

The issue submission surveygenerates anHTTP request similar in format to the followingexample:

https://support.example.com/api/start_session.ns?issue_menu=1&customer_name=John%20Doe&customer_
company=Company%20Name&customer_company_code=1234&customer_desc=I%20need%20support&id=1&external_key=1234

Note theexternal_keyparameter specified in the sample requestprovided. If anexternalkey is specified in thismanner, the
representative consolewillautomaticallypopulate its externalkey fieldwith thegivenvalue.

TheAPI allows creationof acustomwebsite or application thatcanbeused insteadof thepublic site to establisha support
session.Codewithin this customsoftwaremustgenerateHTTP requests in the formatdisplayed in theexampleabove to initiate
the sessionandpre-populate theexternalkeywithin the representative console.

Using the External Key

Onceasupport sessionhas anexternalkeyassociatedwith it, youcanuse the reportingAPI to generate XML sessiondata
containing theexternalkey. This provides themeans formiddleware tobedevelopedtoprovidea relationshipbetweenthe
reportingdatausedbyBomgar and thecorrelating ticketing system’s ticket numbers.
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About the Reporting API

The Bomgar reportingAPI is designed toenable you topull reportingdata inXML format, suitable for importing into external
databases andapplications. Thedatapresented is the sameas in the sessionandexit survey reports of the /login
administrative interface.

XML data is pulledbysendingasimple HTTP request to the Bomgar appliance. The request canbe sent usinganyHTTPS-capable
socket libraryor scripting languagemodule,awebbrowser,or aURL fetcher suchas cURLorwget. EitherGETor POSTmaybe
usedas the requestmethod.Note thateven if your Bomgar appliancehasmultiple public sites,all reports returndata
associatedwithallpublic sites unless the request contains a specific parameter to limit the sites pulled.

Note:Bydefault,access to theAPI is SSL-encrypted;however, youcanchoose toallowHTTPaccess bychecking theAllow
HTTP Access to XML APIoptiononthe Securitypageunder theManagement tabof the /loginadministrative interface. It is
highly recommended that HTTP remain disallowed as a security best practice.

The reportingAPI URL is https://support.example.com/api/reporting.ns.

AnXML schemawhich formallydescribes the formatof the returned reportingdata is available at
https://support.example.com/api/reporting.xsd.

username=[string]
The username tousewhen retrieving the reports. This usermust havepermission to use the
reportingAPI. The usersmustalso havepermission to view reports.Reports returnedwill
dependonthe user's specific reportingpermissions.

password=[string] Thepasswordassociatedwith this username.

generate_report=[string]

The typeof report to begenerated.Report types canbeanyof the following:

SupportSession PresentationRecording

SupportSessionListing SupportCustExitSurvey

SupportSessionSummary SupportRepExitSurvey

SupportSessionRecording SupportTeam1

CommandShellRecording

Required Parameters for Reporting API

1Requires enterprise licensing.
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Downloading Reports with SupportSession

The SupportSessionquery returns full information for all sessions whichmatchgivensearchparameters. Youmayuseanyoneof
the following sets of parameters to generate reports:

l start_dateandduration
l start_timeandduration
l end_dateandduration
l end_timeandduration
l lsid
l lsids

Parameters for SupportSession

start_date=[YYYY-MM-DD] Specifies that the report should returnall sessions,even those still inprogress, thatbegan
onor after this dateand thatarewithin theduration specifiedbelow.

start_time=[timestamp]
Specifies that the report should returnall sessions,even those still inprogress, thatbegan
ator after this timeandthatarewithin theduration specifiedbelow. The timemustbea
UNIX timestamp(UTC).

end_date=[YYYY-MM-DD] Specifies that the report should returnonlyclosedsessions thatendedonor after this date
and thatarewithin theduration specifiedbelow.

end_time=[timestamp]
Specifies that the report should returnonlyclosedsessions thatendedator after this time
andthatarewithin theduration specifiedbelow. The timemustbeaUNIX timestamp
(UTC).

duration=[integer]
Lengthof time fromthe specifieddate or time for whichyouwish topull reports,or 0 to pull
fromthe specifieddate topresent. If start_dateor end_date is specified,durationwill
representdays; if start_timeor end_time is specified,durationwill represent seconds.

lsid=[string] The IDof the session for whichyouwish to seedetails.

lsids=[comma-separated
strings] Acomma-delimited list of the IDs of sessions for whichyouwish to seedetails.
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Optional Parameter for SupportSession

limit=[string]

Thecategorybywhich to filter results.Canbeoneof the following:

all Returns all results.

rep:[id] Returns sessions ownedbya representative, specifiedbyuser ID.

team:[all] Returns sessions ownedbyanyteamor Embassy.

team:[id] Returns sessions ownedbya teamor EmbassyspecifiedbyteamID.

members:[id] Returns sessions ownedbymembers of a teamor Embassyspecified
byteamID.

site:[id] Returns sessions run throughapublic site specifiedbysite ID. The
default public site always has an IDof 1.

Note: The limitparameter cannotbe used inconjunctionwitheither lsidor lsids. If it is
usedwitheither of theseparameters, the limitparameter willbe ignored.

XML Response for SupportSession Query

<session_list>
Contains a<session>element for eachsession thatmatches thegivencriteria. If no
sessions are returned, this elementwillcontainno<session>elements. If anerror occurs
during the search, itwillcontainan<error>elementdescribing theproblem.

©2012 Bomgar Corporation. All Rights Reserved.
www.bomgar.com| feedback@bomgar.com| 866.205.3650

31
TC:2/15/2012



API Programmer's Guide Version 1.7.0 (Bomgar 12.1.x)

Element Names and Attributes

lsid (attribute) A stringwhichuniquely identifies this session.

<session_type> Indicates the typeof session for which the reportwas run. The valuewillalways be support
in the current Bomgar API version.

<lseq>
An incrementingnumber used to represent support sessions inanon-string format.

Note: The LSEQelement is notguaranteed tobeuniqueor strictly sequential.

<start_time>

Thedateandtime the sessionwas beguneither bythecustomer’s running thecustomer
clientor bythe representative’s initiatingaJumpsession.Data is returned in ISO8601
format.Also contains a timestampattributewhichdisplays the start timeas aUNIX
timestamp(UTC).

<end_time>

Thedateandtime the sessionwas endedeither bythecustomer’s closing thecustomer
clientor bythe representative’s closing the session.Data is returned in ISO8601 format.
Also contains a timestampattributewhichdisplays the end time inUNIX timestamp(UTC).
This elementwillbe empty for sessions whichare still inprogress whenthe reportwas runor
whichclosedabnormally.

<duration> Session length inHH:MM:SS format.

<public_site> The nameof thepublic site associatedwith the session.Also contains an idattribute,
whichdisplays the unique IDassigned to thepublic site.1

<jumpoint> The nameof the Jumpoint throughwhich this sessionwas initiated, if any.Also contains an
idattribute,whichdisplays the unique IDassigned to the Jumpoint.

<external_key>
Anarbitrary string thatcan link this session toan identifier onanexternal system, suchas a
helpdesk ticket ID. This canbe input fromwithin the representative console or defined
programmatically.

<session_chat_view_url> TheURL atwhich this session’s chat transcript canbe viewed inawebbrowser. This
element is displayedonly for sessions that have successfullyended.

<session_chat_download_url> TheURL atwhich this session’s chat transcript canbedownloaded. This element is
displayedonly for sessions that have successfullyended.

<session_recording_view_url>

TheURL atwhich the Flash (.flv)videoof the sessionmaybe viewed inawebbrowser. This
element is displayedonly if screensharing recordingwas enabledat the timeof the
session. It is available only for sessions that have successfullyendedandonly if the
requestinguser has permission to view session recordings.

/session_list/session

1Requires Enterprise licensing.
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<session_recording_download_
url>

TheURL atwhich the Flash (.flv)videoof the sessionmaybedownloaded. This element is
displayedonly if screensharing recordingwas enabledat the timeof the sessionandonly
if the rep initiatedscreensharingduring the session. It is available only for sessions that
have successfullyendedandonly if the requestinguser has permission to view session
recordings.

<command_shell_recordings>

Contains a<command_shell_recording>element for eachcommandshell thatwas
initiatedduring the session. This element is displayedonly if the representative openeda
remotecommandshellduring the session, if commandshell recordingwas enabledat
the timeof the session,andonly if the requestinguser has permission to view session
recordings. This elementcontains severalchildelements,<download_url>,<view_url>as
describedbelow.

<file_transfer_count> The number of file transfers whichoccurredduring the session.

<primary_customer>
Lists thegsnumberas anattribute andas anelement the nameof the customer who
initiated the sessionor, for aJumpsession, the computer nameof the remote system
accessedbythe representative.

<primary_rep>
Lists thegsnumberand idas attributes,andas anelement the nameof the final
representative toownthe session. If the sessionclosedbefore itwas transferred toa
representative, this elementwill notbedisplayed. 

<primary_team> Lists the team IDandnameof the final teamtowhich this sessionwas transferred. If the
sessionwas never transferred toa team, this elementwill notbedisplayed.

<customer_list>
A list of allcustomers whoparticipated in the session. There shouldalways beexactlyone
customer per session in the current Bomgar API version. The formatof each<customer>
element is describedbelow.

<rep_list>

A list of all representatives whoparticipated in the session,whether as sessionowners or
conferencemembers. The formatof each<representative>element is described
below. If the customer closed the sessionbefore itwas transferred toa representative,
this elementwillbe empty.

<team_list>

A list of all teams towhich the sessionbelonged,whether bythe sessionbeing initiated ina
teamqueue,bya representative’s explicitly transferring the session toa team,or bya
session fallingback intoa teamqueueafter a lost connection. This elementmaybe
empty,or itmaycontainoneormore <team>elements as describedbelow.

<cust_survey_list>
Contains a<cust_exit_survey>element if acustomer exit surveywas completed. This
element is displayedonly for sessions that have successfullyendedandonly if the
customer submitted the survey. This elementcontains severalchildelements.

<rep_survey_list>
Contains a<rep_exit_survey>element if a representative exit surveywas completed. This
element is displayedonly for sessions that have successfullyendedandonly if the
representative submitted the survey. This elementcontains severalchildelements.

©2012 Bomgar Corporation. All Rights Reserved.
www.bomgar.com| feedback@bomgar.com| 866.205.3650

33
TC:2/15/2012



API Programmer's Guide Version 1.7.0 (Bomgar 12.1.x)

<session_details>

Contains achronological list of allevents whichoccurredduring the session. This element
contains oneormore child<event>elements as describedbelow.Events thatcanoccur
include the following:

ChatMessage PinnedSessionMovedawayfromQueue

CommandShell SessionStarted PinnedSessionMovedtoQueue

CallbackButtonDeployed PinnedSessionPasswordModified

CallbackButtonRemoved Representative Exit Survey

ConferenceMember Added ServiceAccess Allowed

ConferenceMember Departed SessionAssigned

ConferenceMember StateChanged SessionAssignmentResponse

ConferenceOwner Changed SessionEnd

Customer Exit Survey SessionNoteAdded

ExternalKey SessionPinned toQueue

File Download SessionStart

File DownloadFailed SessionTransferredawayfromQueue

File Upload SessionTransferred toQueue

File UploadFailed SessionUnpinned fromQueue

Files Shared System InformationRetrieved

LegalAgreementResponse ServiceAccess Allowed

instance (attribute) The instanceof the commandshell session, startingwith0.

<download_url> TheURL atwhich the Flash (.flv)videoof the commandshell sessionmaybedownloaded.

<view_url> TheURL atwhich the Flash (.flv)videoof the commandshell sessionmaybe viewed ina
webbrowser.

/session_list/session/command_shell_recordings/command_shell_recording

gsnumber (attribute)

Uniquely identifies the customer in regards to his or her currentconnection to the Bomgar
Appliance.Agsnumbermaybe recycled, sowhile twopeople connectedat the same
timewill never have the samegsnumber,onepersonmayhaveagsnumber thatwas
assigned toanother person in thepast.Canbeused tocorrelate a<customer>element
witha<primary_cust>or withanevent’s <performed_by>or <destination>element.

<username> The usernamewithwhich thecustomer is logged into his or her computer.

/session_list/session/customer_list/customer>
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<public_ip> Thecustomer’s public IPaddress.

<private_ip> Thecustomer’s private IPaddress.

<hostname> The hostnameof the customer’s computer.

<os> Theoperating systemof the customer’s computer.

<primary_cust> Integer value (1or 0) indicating if this customer was the first customer of the session. In the
current versionof the Bomgar API, this value is always 1.

<info>
Contains detailed informationabout the customer as either entered in the front-end
surveyor designatedprogrammatically. This fieldcontains severalchildelements as
describedbelow.

<name> The namewhich thecustomer entered in theYour Name fieldof the front-endsurveyor
whichwas assignedprogrammatically.

<company> Thecompanynamewhich thecustomer entered in theCompany fieldon the front-end
surveyor whichwas assignedprogrammatically.

<company_code> Thecodewhich thecustomer entered in theCompany Code fieldon the front-end
surveyor whichwas assignedprogrammatically.

<issue> The numeric IDof the issue or the representativewhich thecustomer selected fromthe
dropdownof the front-endsurveyor whichwas designatedprogrammatically.

<details> Thedescriptionof theproblemas enteredbythecustomer in theDescribe Your Issue text
area fieldof the front-endsurveyor as programmaticallyassigned.

/session_list/session/customer_list/customer/info

gsnumber (attribute)

Uniquely identifies the representative in regards to his or her currentconnection to the
Bomgar appliance.Agsnumber is assignedonaper-connectionbasis, so if a
representative leaves a sessionand then rejoins without loggingoutof the Bomgar
appliance,his or her gsnumber will remain the same.

However, if the representative’s connection is terminated for any reason,whenthat
representative logs back into the Bomgar appliance,heor shewillbeassignedanew
gsnumber andwillalso appearmultiple times in the <rep_list>element.

Agsnumbermaybe recycled, sowhile twopeople connectedat the same timewill
never have the samegsnumber,onepersonmayhaveagsnumber thatwas assigned to
another person in thepast.Canbeused tocorrelate a<representative>elementwitha
<primary_rep>or withanevent’s <performed_by>or <destination>element.

id (attribute) Unique IDassigned to the representative.

/session_list/session/rep_list/representative
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<username> The usernameassigned to the representative.

<display_name>

Thedisplaynameassigned to the representative.Note that this fieldcontains thedisplay
name’s valueat the timeof the session,whichmaynotmatch thecurrent value if the
display_name has subsequentlybeenchangedbythe representative or an
administrator.

<display_number> Thedisplaynumber assigned to the representative. Like <display_name>, this is the
displaynumber at the timeof the sessionandmaynotmatch thecurrent value.

<public_ip> The representative’s public IPaddress.

<private_ip> The representative’s private IPaddress.

<hostname> The hostnameof the representative’s computer.

<os> Theoperating systemof the representative’s computer.

<session_owner> Integer value (1or 0) indicatingwhether the representativewas anactualowner of the
sessionor wasmerelyaconferencemember.

<primary_rep> Integer value (1or 0) indicating if the representativewas the final representative toown
the session.

<seconds_involved> Integer value indicating the number of seconds the representativewas involved in this
session.

<embassy> Integer value (1)presentonly if the representative is anEmbassyuser.1

<invited> Integer value (1)presentonly if the representative is an inviteduser.

[value]
Thedisplaynameof the support team.Note that this fieldcontains the teamnameas it
currentlyappears,whichmaynotmatch the valueat the timeof the session if the team
namehas beensubsequentlychanged.

id (attribute) Integer value representing the team’s unique ID.

primary_team(attribute) Integer value (1or 0) indicating if this teamwas the last teamtowhich the sessionwas
transferred.

/session_list/session/team_list/team

timestamp(attribute) The systemtimeatwhich theeventoccurred.

/session_list/session/session_details/event

1Requires Enterprise licensing.
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event_type (attribute)

The typeof eventwhichoccurred.Event types include the following:

ChatMessage PinnedSessionMovedawayfromQueue

CommandShell SessionStarted PinnedSessionMovedtoQueue

CallbackButtonDeployed PinnedSessionPasswordModified

CallbackButtonRemoved Representative Exit Survey

ConferenceMember Added ServiceAccess Allowed

ConferenceMember Departed SessionAssigned

ConferenceMember StateChanged SessionAssignmentResponse

ConferenceOwner Changed SessionEnd

Customer Exit Survey SessionNoteAdded

ExternalKey SessionPinned toQueue

File Download SessionStart

File DownloadFailed SessionTransferredawayfromQueue

File Upload SessionTransferred toQueue

File UploadFailed SessionUnpinned fromQueue

Files Shared System InformationRetrieved

LegalAgreementResponse ServiceAccess Allowed

<performed_by>
Theentity thatperformedtheaction. Indicates the entity’sgsnumberandalso its type,
indicatingwhether this actionwas performedbythe system,acustomer, or a
representative.

<destination>
Theentity towhich theeventwas directed. Indicates the entity’sgsnumberandalso its
type, indicatingwhether this actionwas directed to the system,acustomer, or a
representative.

<body> The textof themessageas displayed in thechat logarea.

<encoded_body>

Canbe shown inplaceof the <body>elementabove.Contains thebase64 (RFC 2045
section6.8)encodedvalueofwhatwouldhavebeenshown in the <body>element,and
is shownONLY if the <body> text contains characters thatare invalidaccording to XML
specification. These characters are typically the result of binarydatabeing sent through
chatmessages.

<filename> The nameof the transferred file.

<filesize> An integer indicating the size of the transferred file.
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<system_information>

Applies only to System Information Retrievedevents wherein the system information is
pulledautomaticallyuponsession start. This elementcontainsmultiple <category>child
elements as describedbelow.

Note:System information is loggedonlywhenpulledautomaticallyat thebeginningof
the sessionandnotwhenspecifically requestedbythe representative. This is to
preventoverloadwith the largeamountof dynamicdata thatcanbe retrieved from
the remote system.

<files> If this event involved the transferringof files, then this elementwillcontaina<file>element
for every file transferred.

<data>

Contains anarbitrarynumber of <value name="_" value="_" />elements. The nameand
number of these elements varies basedonevent_type. For example,whena
representative joins the session,aConference Member Addedeventwouldcontain
<value>elements for the representative’s name,username,private_ip,public_ip,
embassies,hostname,os, support_teams,anduser_id.

<description>
Containsmultiple <field>elements,eachofwhichcontains adescriptor for the specific
data field. For example, theDrivescategorywouldhave <field>elementsDrive, Type,
Percent Used, etc. These <field>elements canbecompared to table header cells.

<data>

Containsmultiple <row>elements,eachofwhichcontainsmultiple <field>elements that
correspond to the <field>elements above. For example, theDrivescategorywould
haveaseparate <row> for eachdrive onthe remotecomputer.Anexample <row>
mightcontain<field>elementsC:\, Local Disk,60%, etc. These <row>elements canbe
compared to table rows,witheach<field>elementa table cell.

/session_list/session/session_details/event/system_information/category
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Query Examples for SupportSession

Sessions startedApril 1 2011 topresent https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSession&start_date=2011-04-01&duration=0

Sessions started themonthof April 2011 https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSession&start_date=2011-04-01&duration=30

Sessions started8.00 AMApril 1 2011 to
present

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSession&start_time=1301644800&duration=0

Sessions started8.00 AMApril 1 2011 to
6.00 PMApril 1 2011

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSession&start_time=1301644800&duration=36000

Sessions endedApril 1 2011 topresent https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSession&end_date=2011-04-01&duration=0

Sessions endedthemonthof April 2011 https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSession&end_date=2011-04-01&duration=30

Sessions ended8.00 AMApril 1 2011 to
present

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSession&end_time=1301644800&duration=0

Sessions ended8.00 AMApril 1 2011 to
6.00 PMApril 1 2011

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSession&end_time=1301644800&duration=36000

Session
c69a8e10bea9428f816cfababe9815fe

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSession&lsid=c69a8e10bea9428f816cfababe9815fe

Sessions
c69a8e10bea9428f816cfababe9815fe,
a5eeaa58591047b88556f944804227b0,
5bf07601298b495b87310da9ce571e22

https://support.example.com/api/reporting.ns?username=test&password=test
&generate_
report=
SupportSession
&lsids=c69a8e10bea9428f816cfababe9815fe,a5eeaa58591047b88556f944804227b0,
5bf07601298b495b87310da9ce571e22

Sessions startedApril 1 2011 topresent
for all sessions

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSession&start_date=2011-04-01&duration=0&limit=all

Sessions startedApril 1 2011 topresent
for a specific rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSession&start_date=2011-04-01&duration=0&limit=rep:1

Sessions startedApril 1 2011 topresent
for all teams

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSession&start_date=2011-04-01&duration=0&limit=team:all

Sessions startedApril 1 2011 topresent
for a specific team

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSession&start_date=2011-04-01&duration=0&limit=team:1

Sessions startedApril 1 2011 topresent
formembers of a specific team

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSession&start_date=2011-04-01&duration=0&limit=members:1

Sessions startedApril 1 2011 topresent
for a specific public site

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSession&start_date=2011-04-01&duration=0&limit=site:1
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Downloading Reports with SupportSessionListing

The SupportSessionListingquery returns a list of session IDs,externalkeys,andavailabilityof a recording for sessions whichmatch
givensearchparameters. Youmayuseanyof the following sets of parameters to generate reports:

l dateandduration
l start_timeandduration
l end_dateandduration
l end_timeandduration

Parameters for SupportSessionListing

start_date=[YYYY-MM-DD] Specifies that the report should returnall sessions,even those still inprogress, thatbegan
onor after this dateand thatarewithin theduration specifiedbelow.

start_time=[timestamp]
Specifies that the report should returnall sessions,even those still inprogress, thatbegan
ator after this timeandthatarewithin theduration specifiedbelow. The timemustbea
UNIX timestamp(UTC).

end_date=[YYYY-MM-DD] Specifies that the report should returnonlyclosedsessions thatendedonor after this date
and thatarewithin theduration specifiedbelow.

end_time=[timestamp]
Specifies that the report should returnonlyclosedsessions thatendedator after this time
andthatarewithin theduration specifiedbelow. The timemustbeaUNIX timestamp
(UTC).

duration=[integer]
Lengthof time fromthe specifieddate or time for whichyouwish topull reports,or 0 to pull
fromthe specifieddate topresent. If start_dateor end_date is specified,durationwill
representdays; if start_timeor end_time is specified,durationwill represent seconds.

XML Response for SupportSessionListing Query

<session_summary_list>
Contains a<session_summary>element for eachsession thatmatches thegivencriteria.
If no sessions are returned, this elementwillcontainno<session_summary>elements. If an
error occurs during the search, itwillcontainan<error>elementdescribing theproblem.
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Element Names and Attributes

lsid (attribute) The session ID for thegivensupport session.

<lseq>
An incrementingnumber used to represent support sessions inanon-string format.

Note: The LSEQelement is notguaranteed tobeuniqueor strictly sequential.

has_recording (attribute) Integer (1or 0) indicating if thegivensessionhas a session recording.

external_key(attribute)
Anarbitrary string thatcan link this session toan identifier onanexternal system, suchas a
helpdesk ticket ID. This canbe input fromwithin the representative console or defined
programmatically. This elementwillbedisplayedonly if anexternalkeyhas beendefined.

/session_summary_list/session_summary

Query Examples for SupportSessionListing

Sessions startedApril 1 2011 to
present

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSessionListing&start_date=2011-04-01&duration=0

Sessions started themonthof
April 2011

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSessionListing&start_date=2011-04-01&duration=30

Sessions started8.00 AMApril 1
2011 topresent

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSessionListing&start_time=1301644800&duration=0

Sessions started8.00 AMApril 1
2011 to 6.00 PMApril 1 2011

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSessionListing&start_time=1301644800&duration=36000

Sessions endedApril 1 2011 to
present

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSessionListing&end_date=2011-04-01&duration=0

Sessions endedthemonthof
April 2011

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSessionListing&end_date=2011-04-01&duration=30

Sessions ended8.00 AMApril 1
2011 topresent

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSessionListing&end_time=1301644800&duration=0

Sessions ended8.00 AMApril 1
2011 to 6.00 PMApril 1 2011

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSessionListing&end_time=1301644800&duration=36000
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Downloading Reports with SupportSessionSummary

The SupportSessionSummary returns anoverviewof support session statistics for representatives, teams or sites.Youmayuse
anyoneof the following sets of parameters to generate reports:

l start_date,durationand report_type
l start_time,durationand report_type
l end_date,durationand report_type
l end_time,durationand report_type

Parameters for SupportSessionSummary

start_date=[YYYY-MM-DD] Specifies that the report should returnall sessions,even those still inprogress, thatbegan
onor after this dateand thatarewithin theduration specifiedbelow.

start_time=[timestamp]
Specifies that the report should returnall sessions,even those still inprogress, thatbegan
ator after this timeandthatarewithin theduration specifiedbelow. The timemustbea
UNIX timestamp(UTC).

end_date=[YYYY-MM-DD] Specifies that the report should returnonlyclosedsessions thatendedonor after this date
and thatarewithin theduration specifiedbelow.

end_time=[timestamp]
Specifies that the report should returnonlyclosedsessions thatendedator after this time
andthatarewithin theduration specifiedbelow. The timemustbeaUNIX timestamp
(UTC).

duration=[integer]
Lengthof time fromthe specifieddate or time for whichyouwish topull reports,or 0 topull
fromthe specifieddate topresent. If start_dateor end_date is specified,durationwill
representdays; if start_timeor end_time is specified,durationwill represent seconds.

report_type=[string] Acceptedvalues are rep (to show representative summarystatistics), team (to show
teamandEmbassysummarystatistics),or site (to showpublic site summarystatistics).

XML Response for SupportSessionSummary Query

<summary_list>
Contains a<summary>element for each record thatmatches thegivencriteria. If no
sessions are returned, this elementwillcontainno<summary>elements. If anerror occurs
during the search, itwillcontainan<error>elementdescribing theproblem.
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Element Names and Attributes

id (attribute) Returns the representative’s, team’s,or site’s unique ID.

type (attribute) Specifies the report typebeinggenerated: rep, team, or site.

<display_name>

Thedisplaynameof the representative, team,or site.Note that since summary reports
representanaggregationof sessions over aperiodof time, thedisplaynameused is the
current value for the representative, team,or site,whichmayhavebeeneditedsince the
timeof the first returnedsession.

<total_sessions> The totalnumber of sessions runbythe representative, team,or site in the time specified.

<avg_sessions_per_weekday> Theaveragenumber of sessions conductedonMondaythroughFridaybythe
representative, team,or site,expressedas adecimal roundedto the nearestpoint.

<avg_duration> Theaverage lengthof eachsession,expressedas HH:II:SS.

/summary_list/summary
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Query Examples

Sessions startedApril 1 2011
topresent,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSessionSummary&start_date=2011-04-01&duration=0&report_type=rep

Sessions startedApril 1 2011
topresent,by team

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSessionSummary&start_date=2011-04-01&duration=0&report_type=team

Sessions startedApril 1 2011
topresent,bysite

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSessionSummary&start_date=2011-04-01&duration=0&report_type=site

Sessions started themonthof
April 2011,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSessionSummary&start_date=2011-04-01&duration=30&report_type=rep

Sessions started8.00 AMApril
1 2011 topresent,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSessionSummary&start_time=1301644800&duration=0&report_type=rep

Sessions started8.00 AMApril
1 2011 to 6.00 PMApril 1 2010,
by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSessionSummary&start_time=1301644800&duration=36000&report_
type=rep

Sessions endedApril 1 2011 to
present,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSessionSummary&end_date=2011-04-01&duration=0&report_type=rep

Sessions endedthemonthof
April 2011,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSessionSummary&end_date=2011-04-01&duration=30&report_type=rep

Sessions ended8.00 AMApril
1 2011 topresent,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSessionSummary&end_time=1301644800&duration=0&report_type=rep

Sessions ended8.00 AMApril
1 2011 to 6.00 PMApril 1 2011,
by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportSessionSummary&end_time=1301644800&duration=36000&report_
type=rep
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Downloading Reports with SupportSessionRecording

The SupportSessionRecordingquery returns the requestedsupport session recording file.Dependingonyour browser, this
querywilleither immediatelybegindownloador prompt you toopenor save the file.Note that the requestingusermust have
permission to view support session recordings.

Parameter for SupportSessionRecording

lsid=[string] The session ID for whichyouwish todownload the Flash (.flv)video recordingof the
support session.

Query Example for SupportSessionRecording

SupportSessionRecording: Session
c69a8e10bea9428f816cfababe9815fe

https://support.example.com/api/reporting.ns?
username=test&password=test&generate_report=
SupportSessionRecording&lsid=c69a8e10bea9428f816cfababe9815fe
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Downloading Reports withCommandShellRecording

TheCommandShellRecordingquery returns the requestedcommandshell recording.Dependingonyour browser, this query
willeither immediatelybegindownloador prompt you toopenor save the file.Note that the requestingusermust have
permission to view support session recordings.

Parameters for CommandShellRecording

lsid=[string] The session ID for whichyouwish todownload the Flash (.flv)video recordingof the
commandshell.

instance=[integer]
The instancenumber of the commandshell recordingyouwish todownload. Instances
are enumeratedstartingwith0. The instancenumber canbeobtained fromthe
SupportSession report.

Query Examples for CommandShellRecording

CommandShellRecording:
First shell instanceof session
c69a8e10bea9428f816cfababe9815fe

https://support.example.com/api/reporting.ns?
username=test&password=test&generate_report=
CommandShellRecording
&lsid=c69a8e10bea9428f816cfababe9815fe&instance=0

CommandShellRecording:
Third shell instanceof session
c69a8e10bea9428f816cfababe9815fe

https://support.example.com/api/reporting.ns?
username=test&password=test&generate_report=
CommandShellRecording
&lsid=c69a8e10bea9428f816cfababe9815fe&instance=2
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Downloading Reports with PresentationRecording

The PresentationRecordingquery returns the requestedpresentation recording.Dependingonyour browser, this querywill
either immediatelybegindownloador prompt you toopenor save the file.

Parameter for PresentationRecording

lsid=[string] The session ID for whichyouwish todownload the Flash (.flv)video recordingof the
presentation session.

Query Example for PresentationRecording

PresentationRecording: Session
c69a8e10bea9428f816cfababe9815fe

https://support.example.com/api/reporting.ns?
username=test&password=test&generate_
report=PresentationRecording&lsid=c69a8e10bea9428f816cfababe9815fe
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Downloading Exit Survey Reports with SupportCustExitSurvey and SupportRepExitSurvey

The SupportCustExitSurveyandSupportRepExitSurveyqueries return thequestions andanswers to thecustomer or
representative exit survey.Youmayuseanyof the following sets of parameters to generate reports:

l start_date,duration, report_type,and id
l start_time,duration, report_type,and id
l end_date,duration, report_type,and id
l end_time,duration, report_type,and id

Parameters for SupportCustExitSurvey and SupportRepExitSurvey

start_date=[YYYY-MM-DD] Specifies that the report should returnall sessions,even those still inprogress, thatbegan
onor after this dateand thatarewithin theduration specifiedbelow.

start_time=[timestamp]
Specifies that the report should returnall sessions,even those still inprogress, thatbegan
ator after this timeandthatarewithin theduration specifiedbelow. The timemustbea
UNIX timestamp(UTC).

end_date=[YYYY-MM-DD] Specifies that the report should returnonlyclosedsessions thatendedonor after this date
and thatarewithin theduration specifiedbelow.

end_time=[timestamp]
Specifies that the report should returnonlyclosedsessions thatendedator after this time
andthatarewithin theduration specifiedbelow. The timemustbeaUNIX timestamp
(UTC).

duration=[integer]
Lengthof time fromthe specifieddate or time for whichyouwish topull reports,or 0 to pull
fromthe specifieddate topresent. If start_dateor end_date is specified,durationwill
representdays; if start_timeor end_time is specified,durationwill represent seconds.

report_type=[string] Enter rep to filter results according to the representativewho last ownedthe sessionor
team to filter according to teamandEmbassy.

id=[integer] Maybe the numeric IDof the representative or teamthat youwish to viewor "all" to
displaydata for all representatives or teams.

Optional Parameter

site_id=[integer]

The numeric IDof thepublic site bywhich to filter results.Onlyexit surveys whose support
sessions are associatedwith thegivenpublic sitewillbe returned. If this parameter is not
specified, results fromonly thedefault public sitewillbe returned. Thedefault public site
always has an IDof 1.

XML Response for SupportCustExitSurvey and SupportRepExitSurvey Queries

<exit_survey_list>
Contains an<exit_survey>element for eachsession thatmatches thegivencriteria. If no
sessions are returned, this elementwillcontainno<exit_survey>elements. If anerror
occurs during the search, itwillcontainan<error>elementdescribing theproblem.
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Element Names and Attributes

lsid (attribute) The unique IDof the session for which this surveywas submitted.

ts (attribute) The start timeof the session for which this exit surveywas submitted.

<session_type> Indicates the typeof session for which the reportwas submitted. This valuewillalways be
support in the current Bomgar API version.

<public_site> The nameof thepublic site associatedwith the session.Also contains an idattribute,
whichdisplays the unique IDassigned to thepublic site..

<submitted_by>
Thedisplaynameof the customer or representativewho submitted the survey. This
elementalso has a typeattributewith the valueofcust or rep, indicatingwhether this
surveywas submittedbyacustomer or a representative.

<primary_customer> Thedisplaynameof the customer who initiated the session. This elementalso has an id
attribute, the valueofwhich is always 0.

<primary_rep>

Thedisplaynameof the final representative toownthe session,as it appearedat the time
of the session. This elementalso has an idattribute,which is the representative’s unique ID.
This elementwillbeabsent if the customer closed the sessionbefore itwas acceptedbya
representative.

<primary_team>
Thedisplaynameof the last teamtowhich the sessionwas transferred. This elementalso
has an idattribute,which is the team’s unique ID. This elementwillbeabsent if the session
was never transferred toa team.

<customer_list> Listingof allcustomers whoparticipated in this session. For fulldetails, see thedescriptions
of the <customer_list>and<customer>elements in the SupportSession section.

<rep_list>
Listingof all representatives whoparticipated in this session. For fulldetails, see the
descriptions of the <rep_list>and<representative>elements in the SupportSession
section.

<team_list> Listingof all teams towhich the sessionwas transferred. For fulldetails, see thedescriptions
of the <team_list>and<team>elements in the SupportSession section.

<rep_resolved> This element is present for backwards compatibility. In the Bomgar API versions 1.0.0 and
above, this valuewillalways be 0.

<question_list>

Contains a<question>element for eachquestion in this survey. This elementcontains
severalchildelements as describedbelow.Note that the <question>elements and their
child<answer>elements are displayedas theyare currentlyconfigured in the
administrative interface. If aquestionwas edited since the timeof the first returned
survey, theanswersmaynotappear exactlyas theywere submitted.

/exit_survey_list/exit_survey

id (attribute) The unique IDof this question.

/exit_survey_list/exit_survey/question_list/question
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<name> The nameof thequestionas used to identify itwithin theweb interface.

<type> The typeof question,whichcanbe radio,checkbox, select, text or textarea.

<label> Thequestion textas displayed to the user taking the survey.

<report_header> The value used to identify this question in the report.

<answer_list>
Listingof <answer>elements enteredbythe user.Radio, text,and textareaquestions
haveamaximumof one <answer>.Checkboxand selectquestionsmayhavemore than
one<answer> ifmultiple selection is enabled.

<answer>
Theanswer enteredbythe user. For radio,checkboxand selectquestions, this is the
loggedvalue for the selectedoptions. For textand textarea types, it is the text typedby
the user. If thequestion is unanswered, itwillbeblank.

/exit_survey_list/exit_survey/question_list/question/answer_list
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Query Examples for SupportCustExitSurvey and SupportRepExitSurvey

Customer surveys for sessions
startedApril 1 2011 topresent
for all reps,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportCustExitSurvey&start_date=2011-04-01&duration=0&report_
type=rep&id=all

Customer surveys for sessions
startedApril 1 2011 topresent
for all teams,byteam

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportCustExitSurvey&start_date=2011-04-01&duration=0&report_
type=team&id=all

Customer surveys for sessions
startedApril 1 2011 topresent
for a specific rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportCustExitSurvey&start_date=2011-04-01&duration=0&report_type=rep&id=1

Customer surveys for sessions
startedApril 1 2011 topresent
for a specific team

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportCustExitSurvey&start_date=2011-04-01&duration=0&report_
type=team&id=1

Customer surveys for session
started themonthof April
2011 for all reps,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportCustExitSurvey&start_date=2011-04-01&duration=30&report_
type=rep&id=all

Customer surveys for sessions
started8.00 AMApril 1 2011 to
present for all reps,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportCustExitSurvey&start_time=1301644800&duration=0&report_
type=rep&id=all

Customer surveys for session
started8.00 AMApril 1 2011 to
6.00 PMApril 1 2011 for all
reps,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportCustExitSurvey&start_time=1301644800&duration=36000&report_
type=rep&id=all

Customer surveys for sessions
endedApril 1 2011 topresent
for all reps,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportCustExitSurvey&end_date=2011-04-01&duration=0&report_type=rep&id=all

Customer surveys for session
endedthemonthof April
2011 for all reps,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportCustExitSurvey&end_date=2011-04-01&duration=30&report_
type=rep&id=all

Customer surveys for sessions
ended8.00 AMApril 1 2011 to
present for all reps,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportCustExitSurvey&end_time=1301644800&duration=0&report_
type=rep&id=all

Customer surveys for session
ended8.00 AMApril 1 2011 to
6.00 PMApril 1 2011 for all
reps,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportCustExitSurvey&end_time=1301644800&duration=36000&report_
type=rep&id=all
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Customer surveys for sessions
startedApril 1 2011 topresent
for all reps,by rep, for a
specific site

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportCustExitSurvey&start_date=2011-04-01&duration=0&report_
type=rep&id=all&site_id=1

Representative surveys for
sessions startedApril 1 2011 to
present for all reps,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportRepExitSurvey&start_date=2011-04-01&duration=0&report_type=rep&id=all

Representative surveys for
sessions startedApril 1 2011 to
present for all teams,byteam

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportRepExitSurvey&start_date=2011-04-01&duration=0&report_
type=team&id=all

Representative surveys for
sessions startedApril 1 2011 to
present for a specific rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportRepExitSurvey&start_date=2011-04-01&duration=0&report_type=rep&id=1

Representative surveys for
sessions startedApril 1 2011 to
present for a specific team

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportRepExitSurvey&start_date=2011-04-01&duration=0&report_
type=team&id=1

Representative surveys for
session started themonthof
April 2011 for all reps,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportRepExitSurvey&start_date=2011-04-01&duration=30&report_
type=rep&id=all

Representative surveys for
sessions started8.00 AMApril
1 2011 topresent for all reps,
by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportRepExitSurvey&start_time=1301644800&duration=0&report_
type=rep&id=all

Representative surveys for
session started8.00 AMApril 1
2011 to 6.00 PMApril 1 2011
for all reps,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportRepExitSurvey&start_time=1301644800&duration=36000&report_
type=rep&id=all

Representative surveys for
sessions endedApril 1 2011 to
present for all reps,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportRepExitSurvey&end_date=2011-04-01&duration=0&report_type=rep&id=all

Representative surveys for
sessionendedthemonthof
April 2011 for all reps,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportRepExitSurvey&end_date=2011-04-01&duration=30&report_
type=rep&id=all

Representative surveys for
sessions ended8.00 AMApril
1 2011 topresent for all reps,
by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportRepExitSurvey&end_time=1301644800&duration=0&report_type=rep&id=all

Representative surveys for
sessionended8.00 AMApril 1
2011 to 6.00 PMApril 1 2011
for all reps,by rep

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportRepExitSurvey&end_time=1301644800&duration=36000&report_
type=rep&id=all
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Representative surveys for
sessions startedApril 1 2011 to
present for all reps,by rep, for
a specific site

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportRepExitSurvey&start_date=2011-04-01&duration=0&report_
type=rep&id=all&site_id=1
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Downloading Reports with SupportTeam

The SupportTeamquery returns informationaboutactivitywithina support team.Youmust haveenterprise licenses to
generate reports with the SupportTeams query.Youmayuseanyof the following sets of parameters to generate reports:

l start_dateandduration
l start_timeandduration
l end_dateandduration
l end_timeandduration

Required Parameters for SupportTeam

start_date=[YYYY-MM-DD] Specifies that the report should returnall sessions,even those still inprogress, thatbegan
onor after this dateand thatarewithin theduration specifiedbelow.

start_time=[timestamp]
Specifies that the report should returnall sessions,even those still inprogress, thatbegan
ator after this timeandthatarewithin theduration specifiedbelow. The timemustbea
UNIX timestamp(UTC).

end_date=[YYYY-MM-DD] Specifies that the report should returnonlyclosedsessions thatendedonor after this date
and thatarewithin theduration specifiedbelow.

end_time=[timestamp]
Specifies that the report should returnonlyclosedsessions thatendedator after this time
andthatarewithin theduration specifiedbelow. The timemustbeaUNIX timestamp
(UTC).

duration=[integer]
Lengthof time fromthe specifieddate or time for whichyouwish topull reports,or 0 to pull
fromthe specifieddate topresent. If start_dateor end_date is specified,durationwill
representdays; if start_timeor end_time is specified,durationwill represent seconds.

Optional Parameter for SupportTeam

team_id=[integer]
The numeric IDof the teamor Embassybywhich to filter results.Only theactivitywithin the
specified teamor Embassywillbe returned. If this parameter is not specified, results from
all teams andembassies willbe returned.

XML Response for SupportTeamQuery

<team_activity_list>

Contains a<team_activity>element for eachteamwithanyactivitywithin thegiven
parameters. If no teams are returned, this elementwillcontainno<team_activity>
elements. If anerror occurs during the search, itwillcontainan<error>element
describing theproblem.

Also contains <start_time>and<end_time>elements displaying the timeparameters in
the systemtimeandwitha timestampattribute inUTC.
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Element Names and Attributes

id (attribute) Integer representing the team’s unique ID.

name (attribute)
Thedisplaynameof the support team.Note that this fieldcontains the teamnameas it
currentlyappears,whichmaynotmatch the valueat the timeof the conference if the
teamnamehas beensubsequentlychanged.

<logged_in_representatives>
Contains a<representative>element for each representative in that teamwhowas
logged into the representative console before the first event in the report occurred. If no
representatives were logged inat the start time, this elementwillbe empty.

<events>

Contains an<event>element for eachevent thatoccurredwithin this team.Events that
canoccur include the following:

ChatMessage PinnedSessionMovedawayfromQueue

CommandShell SessionStarted PinnedSessionMovedtoQueue

CallbackButtonDeployed PinnedSessionPasswordModified

CallbackButtonRemoved Representative Exit Survey

ConferenceMember Added ServiceAccess Allowed

ConferenceMember Departed SessionAssigned

ConferenceMember StateChanged SessionAssignmentResponse

ConferenceOwner Changed SessionEnd

Customer Exit Survey SessionNoteAdded

ExternalKey SessionPinned toQueue

File Download SessionStart

File DownloadFailed SessionTransferredawayfromQueue

File Upload SessionTransferred toQueue

File UploadFailed SessionUnpinned fromQueue

Files Shared System InformationRetrieved

LegalAgreementResponse ServiceAccess Allowed

/team_activity_list/team_activity
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gsnumber (attribute)

Uniquely identifies the representative in regards to his or her currentconnection to the
Bomgar appliance.Agsnumber is assignedonaper-connectionbasis, so if a
representative leaves a sessionand then rejoins without loggingoutof the Bomgar
appliance,his or her gsnumber will remain the same.

However, if the representative’s connection is terminated for any reason,whenthat
representative logs back into the Bomgar appliance,heor shewillbeassignedanew
gsnumber.

Agsnumbermaybe recycled, sowhile twopeople connectedat the same timewill
never have the samegsnumber,onepersonmayhaveagsnumber thatwas assigned to
another person in thepast.Canbeused tocorrelate a<representative>elementwithan
event’s <performed_by>or <destination>element.

id (attribute) Unique IDassigned to the representative.

<display_name>
Thedisplaynameassigned to the representative.Note that this fieldcontains thedisplay
name’s valueat the timeof the conference,whichmaynotmatch thecurrent value if the
display_name has subsequentlybeenchanged.

<public_ip> The representative’s public IPaddress.

<private_ip> The representative’s private IPaddress.

/team_activity_list/team_activity/logged_in_representatives/representative

timestamp(attribute) The systemtimeatwhich theeventoccurred.

event_type (attribute)

The typeof eventwhichoccurred.Event types include the following:

ChatMessage PinnedSessionMovedawayfromQueue

CommandShell SessionStarted PinnedSessionMovedtoQueue

CallbackButtonDeployed PinnedSessionPasswordModified

CallbackButtonRemoved Representative Exit Survey

ConferenceMember Added ServiceAccess Allowed

ConferenceMember Departed SessionAssigned

ConferenceMember StateChanged SessionAssignmentResponse

ConferenceOwner Changed SessionEnd

Customer Exit Survey SessionNoteAdded

ExternalKey SessionPinned toQueue

File Download SessionStart

File DownloadFailed SessionTransferredawayfromQueue

/team_activity_list/team_activity/events/event
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File Upload SessionTransferred toQueue

File UploadFailed SessionUnpinned fromQueue

Files Shared System InformationRetrieved

LegalAgreementResponse ServiceAccess Allowed

<performed_by> Theentity thatperformedtheaction. Indicates the entity’sgsnumberandalso its type,
indicatingwhether this entitywas the systemor a representative.

<destinations> If this eventwas targeted tooneormore specific representatives, itwillcontainoneor
more <destination>elements as describedbelow.

<files> If this event involved the transferringof files, then this elementwillcontaina<file>element
for every file transferred.

<data>

Contains anarbitrarynumber of <value name="_" value=" _" />elements. The nameand
number of these elements varies basedontheevent_type. For example,whena
representative logs into the representative console,aConference Member Added
eventwouldcontain<value>elements for the hostname,name, os,private_ip,public_
ip, support_teamsanduser_id.

<body> The textof the chatmessageas displayed in thechat logarea.

<encoded_body>

Canbe shown inplaceof the <body>elementabove.Contains thebase64 (RFC 2045
section6.8)encodedvalueofwhatwouldhavebeenshown in the <body>element,and
is shownONLY if the <body> text contains characters thatare invalidaccording to XML
specification. These characters are typically the result of binarydatabeing sent through
chatmessages.

gsnumber (attribute) Indicates thegsnumberof the entity towhich theeventwas destined.

[value] The nameof theentity towhich theeventwas destined.

/team_activity_list/team_activity/events/event/destinations/destination

name (attribute) The nameof the transferred file.

size (attribute) An integer indicating the size of the transferred file.

/team_activity_list/team_activity/events/event/files/file
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Query Examples for SupportTeam

Activity startedApril 1 2011 to
present

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportTeam&start_date=2011-04-01&duration=0

Activity started themonthof
April 2011

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportTeam&start_date=2011-04-01&duration=30

Activity started8.00 AMApril 1
2011 topresent

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportTeam&start_time=1301644800&duration=0

Activity started8.00 AMApril 1
2011 to 6.00 PMApril 1 2011

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportTeam&start_time=1301644800&duration=36000

Activity startedApril 1 2011 to
present for a specific team

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportTeam&start_date=2011-04-01&duration=0&team_id=1

ActivityendedApril 1 2011 to
present

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportTeam&end_date=2011-04-01&duration=0

Activityendedthemonthof
April 2011

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportTeam&end_date=2011-04-01&duration=30

Activityended8.00 AMApril 1
2011 topresent

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportTeam&end_time=1301644800&duration=0

Activityended8.00 AMApril 1
2011 to 6.00 PMApril 1 2011

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportTeam&end_time=1301644800&duration=36000

ActivityendedApril 1 2011 to
present for a specific team

https://support.example.com/api/reporting.ns?username=test&password=test&generate_
report=SupportTeam&end_date=2011-04-01&duration=0&team_id=1
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The Backup API

The Bomgar backupAPI is designed toenable you toautomaticallybackupyour Bomgar software configurationona
recurringbasis. Thebackup filewill includeall your configuration settings and loggeddataexcept for recordings andsome
large files fromthe file store. Thebackupwillonly include files fromthe file store less than200 KB in size andnomore than50 files
total. In the eventof ahardware failure,havingabackup filewill help to speedthedisaster recoveryprocess.

Commands are executedbysendingasimple HTTP request to the Bomgar appliance. The request canbe sent usinganyHTTPS-
capable socket libraryor scripting languagemodule,awebbrowser,or aURL fetcher suchas cURLorwget. EitherGETor POST
maybeusedas the requestmethod.

Note:Bydefault,access to theAPI is SSL-encrypted;however, youcanchoose toallowHTTPaccess bychecking theAllow
HTTP Access to XML APIoptiononthe Securitypageunder theManagement tabof the /loginadministrative interface. It is
highly recommended that HTTP remain disallowed as a security best practice.

ThebackupAPI URL is https://support.example.com/api/backup.ns.

Required Parameters for BackupAPI

username=[string] The username tousewhenbackingup the support site.Mustbeanadministrator.

password=[string] Thepasswordassociatedwith this username.

Query Example

backup https://support.example.com/api/backup.ns?username=test&password=test

©2012 Bomgar Corporation. All Rights Reserved.
www.bomgar.com| feedback@bomgar.com| 866.205.3650

59
TC:2/15/2012



API Programmer's Guide Version 1.7.0 (Bomgar 12.1.x)

Test Scenario

Toget startedwith this basic API integration, follow the steps below.

1. Log into your Bomgar administrative interfaceandgo to the Securitypageunder theManagement tab.Check thebox
toenable the XML API. If youdonothaveavalidSSL certificate,youmayneedtoenable theoption toAllow HTTP
Access to XML APIwhile youare testing.

2. CreateaspecialBomgar user account tobeused for API commands.Give this user apassword thatdoes notneedto
be reset,andenable allnecessarypermissions suchas theability to view reports,generate sessionkeys,andparticipate
in thegeneralqueue. For simplicity, youcanmake this user anadministrator withallpermissions enabled, thoughthis is
not required.

3. After saving the user account,edit theaccountandcheck thebox so that thepassworddoes notexpire.
4. Createanormal representative user account for yourself.Download the Bomgar representative console and log in.
5. Younowcanbegin testingAPI commands usingyour browser.Create theappropriate URLs bycopying the samples

intoa text editor.Modify theparameters as needed for your environment, replacing the hostname,username,
password,externalkey,andso forth.

6. Paste thecustomizedURLs into your browser to test theAPI commands. Theappropriate XML shouldbe returned in the
browser.

7. If you receiveanyerrors suchasDocument Not Found, check that theAPI user has the necessarypermissions.Also,
make sure thata representative is logged into the sitewhile youare testing.

8. Conducta support sessionusing theprogrammaticallygenerated, seven-character sessionkeyor corresponding
directdownloadURL.Examine theexternalkey,which is displayed in the representative console on the Summary tabof
the support session. The key is also visible fromthe sessionqueue.

9. After the sessioncompletes, view the session report fromthe Bomgar administrative interface.Youwill notice that if
assigned, the externalkey is displayed for eachsession.

©2012 Bomgar Corporation. All Rights Reserved.
www.bomgar.com| feedback@bomgar.com| 866.205.3650

60
TC:2/15/2012



API Programmer's Guide Version 1.7.0 (Bomgar 12.1.x)

Supplement: Before Upgrading from Previous Bomgar Versions

Note:Review this informationbefore upgrading fromversions before Bomgar 10.6.

Inorder to support upcoming releases and toaccomplish someof the features related to this release,Bomgar hasmade some
significantchanges to the Bomgar API. If youuse the Bomgar API, youneedtobeawareof these changes andhow they
impact your support environment.

This typeof potentiallybreakingchange is not somethingBomgar takes lightly.However, the change is necessary to enable
features incurrentand future versions of Bomgar.

Affected Users

If youuse the Bomgar API or IntegrationClient, youwill need to take somepreparatory steps before upgrading fromversions
before Bomgar 10.6.

l "LSIDandLSEQ:For Users of the Bomgar API" onpage 62

l "LSID&LSEQ:For Users of the Bomgar IntegrationClient" onpage 63

l "Namespaces andParsingXML Responses" onpage 64
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LSID and LSEQ: For Users of the BomgarAPI

InBomgar 10.6, thedata type usedbythe LSID fieldhas changedtoguarantee uniqueness incomplex environments. Before
upgrading to Bomgar 10.6,customers whouse the Bomgar API need to verify thedata type usedbythe LSID fieldwithincustom
codeor databases.Also,anewelement, LSEQ,has beenadded.

If youuse theAPI, youneedto verify thedata type used for the extractedLSID sessiondetails field.

l Inprevious versions of Bomgar, the LSID fieldwas an integer data type.

l In Bomgar 10.6 and later, the LSID field is a string data type.

Prior to Bomgar 10.6, the LSID fieldwas definedas an integerdata type. The integers within the LSID fieldwere sequential.

Example Code in Previous Versions

<session lsid="1">
<session_type>support</session_type>
     <start_time timestamp="1286566039">2010-10-08T19:27:19+00:00</start_time>
     <end_time timestamp="1286566962">2010-10-08T19:42:42+00:00</end_time>

StartingwithBomgar 10.6, the LSID fieldhas becomeaGUID,and is nowdefinedas a stringdata type.Also,anewelement
(LSEQ)has beenadded. The LSEQelement is an incrementingnumber thatcanbeused if your applicationneeds to represent
support sessions inanon-string format.

Note: The LSEQelement is notguaranteed tobeuniqueor strictly sequential.

Example Code in Bomgar 10.6

<session lsid="c69a8e10bea9428f816cfababe9815fe">
<session_type>support</session_type>
<lseq>1</lseq>
     <start_time timestamp="1286463371">2010-10-07T09:56:11-05:00</start_time>
     <end_time timestamp="1286464987">2010-10-07T10:23:07-05:00</end_time>

Steps to Updating Your Integration for LSID and LSEQ

Prior to installingBomgar 10.6, take the following steps:

1. Determine if your support organizationuses the Bomgar API.
2. If your support organizationuses the Bomgar API, verify thedefineddata type for LSIDwithincustomcodeor databases.

If the LSID field's type is definedas integer, youwill need tochange its type to string. Failing todefine the LSID fieldas a
stringdata typewill likelybreak your integration.

3. If necessary,change thedefineddata type for the LSID field to string.
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LSID & LSEQ: For Users of the Bomgar IntegrationClient

InBomgar 10.6, thedata type usedbythe LSID fieldhas changed.Because the Bomgar IntegrationClient1makes use of the
Bomgar API,customers whouse the Bomgar IntegrationClient needtobeaware thatany reports,queries or software that rely
ondatageneratedbythe IntegrationClientmaybeaffected.

Whenyouupgrade the Bomgar IntegrationClient, itwillmake the necessarydatabasechanges automatically.However,any
reports,queries or software thatexpect the LSID field tobean integerdata typewill need tobemodified toaccept the LSID
fieldas a stringdata type.

Prior to Bomgar 10.6 StartingwithBomgar 10.6

Prior to Bomgar 10.6,
session.lsid is definedas int.

StartingwithBomgar 10.6,
session.lsid is definedas
varchar(32).

Also, the lseqelementhas
beenadded. the lseq
element is an incrementing
number thatcanbeused if
your applicationneeds to
represent support sessions in
anon-string format.

SQL Table Schema

Steps to Updating Your Integration for LSID and LSEQ

Prior to installingBomgar 10.6, take the following steps:

1. Identifyall reports,queries or software that uses adatabasecreatedbythe Bomgar IntegrationClient.
2. If necessary,changeanyreports,queries or software usingadatabasecreatedbythe IntegrationClient to use the new

varchar data type.
3. Upgrade the Bomgar IntegrationClient.2

4. Upgrade your Bomgar software.

1The Bomgar IntegrationClient requires Enterprise licenses.
2The newversionof the Bomgar IntegrationClient is backwards compatiblewithprevious versions of Bomgar.
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Namespaces and Parsing XML Responses

XML responses sentbythe Bomgar appliancewill nowcontainanexplicit namespace.Check the xsd file to see the
namespace that shouldbe returned.

l ReportingAPI xsd file:https://support.example.com/api/reporting.xsd

l CommandAPI xsd file:https://support.example.com/api/command.xsd

For example,<session_summary_list> inAPI versions prior to 1.5.0 has become<session_summary_list
xmlns="http://www.networkstreaming.com/namespaces/API">.

Steps to Updating Your Integration to Handle Namespaces [API]

Prior to installingBomgar 10.6, take the following steps:

1. Determine if your support organizationuses the Bomgar API.
2. If your support organizationuses the Bomgar API,determine if your integration is aware of XML namespaces.
3. If necessary,modifyyour XML parsingcode to handle theappropriate namespaces inXML responses.

Steps to Updating Your Integration to Handle Namespaces [IntegrationClient]

Prior to installingBomgar 10.6,upgrade the Bomgar IntegrationClient.1

1The newversionof the Bomgar IntegrationClient is backwards compatiblewithprevious versions of Bomgar.
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Disclaimers, Licensing Restrictions and Tech Support

Disclaimers

This document is provided for informationpurposes only.Bomgar Corporationmaychange thecontents hereofwithout
notice. This document is notwarranted tobeerror-free,nor subject toanyother warranties or conditions,whether expressed
orallyor implied in law, including impliedwarranties andconditions ofmerchantabilityor fitness for aparticular purpose.Bomgar
Corporation specificallydisclaims any liabilitywith respect to this documentandnocontractualobligations are formedeither
directlyor indirectlybythis document. The technologies, functionality, services,andprocesses describedhereinare subject to
changewithout notice.

BOMGAR,BOMGARBOX,mark B, JUMPandUNIFIEDREMOTESUPPORTare trademarks of Bomgar Corporation;other
trademarks shownare thepropertyof their respective owners.

Licensing Restrictions

OneBomgar license enables one support representative ata time to troubleshootanunlimitednumber of remote computers,
whether attendedor unattended.*Althoughmultiple accountsmayexist on the same license, twoormore licenses (oneper
concurrent support representative)are required toenablemultiple support representatives to troubleshoot simultaneously.

*Starter Serviceaccounts are limited to 25 Jumpoints and/or JumpClients per site. Starter Serviceaccounts donotprovide
screenor commandprompt recordings.

Tech Support

AtBomgar,weare committed tooffering the highestquality servicebyensuring thatour customers haveeverything theyneed
tooperatewithmaximumproductivity. If youever needhelpwithaBomgar solution,please contact Bomgar technical
support:

l Toll-Free:866.205.3650 ext. 2

l Direct/International:+01.601.519.0123 ext. 2

l UK:+44.20.8123.2000

l France:+33.9.77.19.86.00

l GeneralEmail: support@bomgar.com

l EMEARegion:emea.support@bomgar.com

l APACRegion:apac.support@bomgar.com

Technical support is providedwithannualpurchaseof ourmaintenanceplan.
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