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Overview  
 

[Enterprise & Standard]  

Support Apple iOS  

 

With our 10.5.2 release, BomgarÊ 

supports Apple iOS  with  Enterprise or 

Standard licensing . Bomgar allows 

support  representatives to offer iOS 

device users administrator -configured 

public a nd private profiles  for 

downloading to their iPhone, iPad and 

iPod Touch devices .  

 
Apple iOS Configuration Profiles are XML 

files that contain device security 

policies, VPN configuration information, 

Wi-Fi settings, Exchange account 

settings, mail setting s, and certifi cates 

that permit iPhone, iPod T ouch, and the 

iPad  to work with a variety of systems . 

For more information, please visit 

http://www.apple.com/iphone/business

/integration/  

 

Afte r setting up an Apple configuration profile in the free Apple  iPhone Configuration Utility available 

online from Apple Support , administrators use the / login  interface in Bomgar to make the profile 

available  to their customers . Users download and apply the  content to their devices like they would 

any app; however, downloading the Bomgar -enabled iOS Profile is based on settings the 

administrator chooses, in a controlled and secure  manner.  

 

Customize Session Email Invitations  in Public Portal  > Customer  Client 

The / login  interface now allows y ou to c reate custom email invitations for each public site. The 

Invitation Email  screen now allows you to customize your message and provide unique user 

instructions for each public site, in any  supported language. For example, a support team working 

with one type o f OS can send invitation e mails specific to that sy stem, while another team sends 

invitation e mails for a different user group.  

 

 

 

 

http://www.apple.com/iphone/business/integration/
http://www.apple.com/iphone/business/integration/


 

Contact Bomgar  | www.bomgar.com | feedback@bomgar.com | 866.205.3650   Page 3  

 

10.5.2 Interface|Whatõs New 

 

[Enterprise ] 

Increment LSID in Management > Failover  

 

For Enterprise customers, t he /login interface now includes the ability to increment the unique session 

identifier in the event of a failover circumstance .  
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Administrative Interface  
 

[Enterprise & Standard]  

Users & Security > User Accounts  

 

To administer Apple iOS settings, ensure that you have enabled settings for iOS permissions. Two 

representative permission settings exist for iOS in Users & Security  > User Accounts :  

 

Å Allowed to Edit  iOS Profiles  

Å Allowed to generate access keys for sending iOS profiles  

 

See User Accounts and Group Policies in th e Administrative Userõs Guide for more information , at 

www.bomgar.com/documentation . 

 

 

 
 
With appropriate permissions and using the Rep Console, a support rep may select from the iPhone 

profile s available and choose which one  to deliver. A representative may generate an Apple iOS 

Access Key, choose the profile to include, and send via Email  or SMS.  

 

When configuring settings , be sure to check the box iOS Configuration Profiles Page Enabled  so you 

will be able to generate an access key in the Representative Console.  

 

http://www.bomgar.com/documentation
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[Enterprise & Stand ard , continued ] 

Public Portals > Apple iOS  

 

After setting up Apple iOS Configuration Profiles in the  free  Apple  iPhone Configuration Utility, you are 

ready to configure Bomgar iOS profiles and administer Apple iOS settings in the / login  interface. For 

deta iled information on Bomgar support for Apple iOS, see the Apple iOS Technical Guide at 

www.bomgar.com/documentation . 

 

In the / login  interface Apple iOS screen, click Add New Profile  to create a public or private iOS 

configuration profile in Bomgar.  

 

 
 

 

http://www.bomgar.com/documentation
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[Enterprise & Standard , continued ] 

 

Configure Bomgar iOS Profiles  by Uploading, naming, and describing the Apple iOS Profile you 

created with the iPhone Configuration Utility sof tware. This Bomgar profile name help s the user select 

the right profile when browsing your support portal. A checkbox allows you to make the profile 

public.  

 

Selecting the checkbox to make the profile public enables a field that is visible  on your public p ortal 

exposing your browsable profile content to iOS device users when they arrive at the public site.  

 

Note that the iOS users will not see a traditional representative list or issue submission dialog when 

browsing the public portal.  Leaving the Public  che ckbox unselected allows you to control access to 

the Bomgar iOS Profile you created. Users enter the access key you provide to download private 

profile content.  
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[Enterprise & Standard , continued ] 

 

Each configured Bomgar iOS Pr ofile appears as a  public or private setting profile . You can also edit or 

delete the profile s from this screen .  

 

Note that the underlying Apple iOS Profile must be altered using the Apple iPhone Configuration 

Utility to change device security policies you wish to distribute to iOS device users.  
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[Enterprise & Standard , continued ] 

 

The Settings screen contains a dropdown selection allowing you  to set the Public Portal/Site from 

those sites you have configured  in the Public Site s screen. Checking the box to enable  the  iOS 

Configuration Profiles  Page enables  Apple iOS device users accessing the public portal to get 

redirected to your specific instructions and, if you so direct, your iOS configuration profiles.  

 

Note that leaving the box unc hecked prevents redirection when a user visits your  public portal.  The 

checkbox for iOS Configuration Profiles Page Enabled  also enables you to generate an Apple iOS 

Profile access key in the Representative Console.  

 

 

 
 

Note that you may set SSL via th e Force 

Public Site to Use SSL checkbox setting 

within Bomgar Security:  >Management 

>Security.  Selecting this security setting 

forces an iOS device user downloading 

your configured profile to download 

over HTTPS.  

 

If this setting is not selected, downloads 

occur over HTTP.  
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[Enterprise & Standard , continued ] 

 

The Portal  screen allows you to name your portal and provide details on user options. When an 

iPhone user browses to the public site, any special instructions help direct th e user to get assistance, 

such as  providing a telephone number.  
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[Enterprise & Standard , continued ] 

 

The Invitation Email  screen allows you to customize your message for iOS users and provide unique 

user instructions for the iOS public site. For example, some of your customers  may get specific , private  

profiles  you describe via a session key you provide. Bomgar also provides a default iOS message.  
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Representative Console  
 

[Enterprise & Standard]  

Support > Generate Apple i OS Profile Access Keyé 

 

Representatives send iOS device users access keys to allow them to obtain private profile content via  

their devices. After configuring the representative user account in the / login  interface for iOS profile  

permissions, a new menu i tem appears in the Representative Console Support menu. Click Support , 

then Generate Apple iOS Profile Access Keyé. Log off and then back on if Generate Apple iOS 

Profile Access Keyé does not appear after setting your configuration in the /login  interface.  

 

 
 
When you select Generate Apple iOS Profile Access Key , the Apple iOS Profile Selection  screen 

opens.  
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[Enterprise & Standard , continued ] 

 
In the Apple iOS Profile Selection  screen , you  can  select any profiles  available from the Apple iOS 

Profiles previously configured and uploaded in the /login  interface, to make them available to your 

iOS device user. You may select multiple public or private profiles  to distribute  via your iOS -browsable 

portal . 

 

 
 
Click the Generate Acces s Keyé button  to produce options for your user to get the selected profiles  

the administrator has marked as private.  
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[Enterprise & Standard , continued ] 

 
The representative chooses  whether to request that the user enter the genera ted access key on your 

support portal, send them directly to the supplied URL, or email them your customized invitation.  

 

An expiration  dropdown box allows you to select how long the generated access key may be used 

to access private profiles. Use the Pub lic Portal  dropdown selection box to conveniently select from 

Public Portals you may have configured.  

 

Click Send to iOS Device to select from conventional email or SMS format.  

 



 

Contact Bomgar  | www.bomgar.com | feedback@bomgar.com | 866.205.3650   Page 14  

 

10.5.2 Interface|Whatõs New 

 

iOS User Experience  

For the user, enabling Bomgar support is easy. The 

portal detects the incoming  mobile browser 

request. Adding the necessary content is the 

same as downloading an app.  

 

The Apple iOS device user arrives at your support 

portal based on the method your representative  

selects.  

 

Users browse available profiles or ente r access 

keys, then view specific profile descriptions you 

set in the / login  interface.  

 

Clicking the Install button in the iOS device profile 

opens a warning dialog informing the user that 

changes will be made in device settings. 

Choosing Install Now appl ies the profile.  
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Administrative Interface  
 

[Enterprise & Standard]  

Public Portal > Customer Client  

 

Enterprise a nd Standard customers may fully customize emails used to initiate session s, using the 

Customer  :: Invitation Email  Screen. The remote support session i nvitation email is fully customizable by 

administrators in the / login  interface.  

 

You may create custom email invitations for each public site, providing unique information or user 

instructions for each public sup port site. For example, a support team working with one type of OS 

can send Invitation Emails specific to that system, while another team sends Invitation Emails for a 

different user group. Bomgar provides macros in the screen to make customization easier.  Invitation 

Emails can be customized in any supported language.  

 

 
 




