
Supporting Apple iOS Devices
Technical Guide

©2010 Bomgar Corporation. All Rights Reserved. TC:12/21/2010



Thank you for using Bomgar.

AtBomgar,customer service is a toppriority.Helpus provide youwithexcellent service. If
youhaveanyfeedback, includinganymanualerrors or omissions,please sendanemail to
feedback@bomgar.com.
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Supporting Apple® iOS

Bomgar supports Apple iOSconfigurationprofile distribution
withEnterprise andStandard licensing,allowing support
representatives to offer public andprivate,administrator-
configuredprofiles to iOSdevice users for downloading to their
iPhone®, iPad™and iPod touch®devices.

Apple iOSConfigurationProfiles are XML files thatcontain
device securitypolicies,VPNconfiguration information,Wi-Fi
settings, Exchangeaccount settings,mail settings,and
certificates thatpermit iPhone, iPod touch,and the iPad to
workwithavarietyof systems. Formore information,please visit
http://www.apple.com/iphone/business/integration/.

Use Case for Apple iOS Support

Supposeanexecutive needs toaccess her corporate emailonan iPad™or iPhone®.Apple iOSdevice usersmaygainaccess
to your importantconfigurationprofiles beginningwithour 10.5.2 release.Administratorsmaymakeprofiles available to
iPhone, iPad,or iPodTouchusers.Device users gainaccess to secure,controlledprofile content.
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Administration Set-Up Summary

After creatinganApple configurationprofile in the freeApple
iPhoneConfigurationUtility forWindows orMac,available on
Apple's iPhone Supportwebsite,administrators use the
Administrative interface inBomgar (the /loginweb interface)
tomake theprofile available to your users.Users download
and install theprofiles to their devices basedonsettings the
administrator chooses, in themanner determinedbythe
administrator.
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Customer-Initiated Support

Customers onApple iOSdevicesmayobtainyour public or
privateprofiles bybrowsing to your supportportalandeither
browsing thepublic profiles available or byenteringakey
providedbyyour representative tobrowseprivate, secure
profiles.

After youconfigure your supportportal for iOS,your portal
detects the incomingApple iOSdevice,andpresents an iOS
pagecontainingyour profiles or further instructions to obtain
privateprofiles.

Installingaprofile is easybecause the interface is familiar to iOS
device users.
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Representative-Initiated Support Options

Users of iOSdevicesmaybrowse to your public support site toaccess public profiles,or youmaysendaspecialaccess keythey
mustenter toaccess a representative-determinedcollectionof public andprivateprofiles.

In the representative console, select the Support > Generate Apple iOS Profile Access Keymenu itemtogenerateanaccess
keyandsendan invitationmessage toan iOSdevice user. The invitationmessagewillcontaina link to your iOS supportportal.
While public profiles canbeaccessedeither directly fromthe supportportalor byaccess key,privateprofiles are only
accessible usingakey.

Note that if theGenerate Apple iOS Profile Access Keymenu itemdoes notappear in the representative console, youmay
needto verifyor change representative permissions then logoutand logback in to the representative console so the
permissions will take effect. See "iOSAdministrative User Permissions" onpage 10.

WhenyouselectGenerate Apple iOS Profile Access Key…, theApple iOSProfile Selection interfaceopens.
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Apple iOS Profile Selection

In theApple iOSProfile Selection interface,youcanselect
multiple profiles available fromtheApple iOSProfiles previously
configuredanduploaded in the /loginadministrative
interface.

Click theGenerate Access Key…button toproduceoptions
for your iOSdevice user to get the selectedprofiles.Producing
anaccess keytobegiven to your iOS device user willallow
themtoobtain the selectedprofiles, regardless ofwhether the
profilewasmarkedas public or private.

The support representative chooseswhether to request that
the customer enter thegeneratedaccess keyonyour support
portal, to send themdirectly to the suppliedURL,or to email the
customer your customized invitation.

WithEnterprise licensing,anexpirationdropdownboxallows
you to select how long thegeneratedaccess keymaybeused
toaccess privateprofiles.Use the Public Portaldropdown
selectionbox toconveniently select fromPublic Portals you
haveconfigured.

InEnterprise andStandard licensing,click Send to iOS Device
for adropdownselector to choose conventionalemailor SMS
format.
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iOS Administrative User Permissions

Two iOSpermission settings exist for administrative representative configuration. In the /loginadministrative interface, select
Users & Security > User Accountsand/orGroup Policies.

l Allowed to edit iOS Profilesenables the support representative tomakechanges to the Bomgar iOSProfiles in the
/loginadministrative interface. For example,aprofilemayrequire renaming,a reviseddescription,ormodificationof
theaccess level frompublic toprivateandvice-versa.Youmayalsowish to change thepublic or private status of the
profile.

l Allowed to generate access keys for sending iOS profilesenables the support representative to use the
representative console toprovide unique, time-sensitive access keys for public andprivateprofile access.
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Add a Bomgar iOS Profile

After settingupandexportingaconfigurationprofile from
Apple’s free iPhoneConfigurationUtility,use the /login
administrative interface inBomgar tomake theprofile
available.Youmayfind the iPhoneConfigurationUtilityon
Apple's iPhone Supportwebsite.

OntheAdministrative interface's Apple iOSpage,clickAdd
New Profile to addapublic or private iOSconfigurationprofile
inBomgar.
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Configure Bomgar iOS Profile

Upload,name,anddescribe theApple iOSProfile youcreatedwith the iPhoneConfigurationUtility software. This Bomgar
profile name shouldhelp the user select the rightprofilewhenbrowsingyour supportportal.

Check the Publiccheckbox tomake theprofile appear ina list
visable toany iOSuser thatbrowses your public portal.Note
that the iOSusers will not seea traditional representative list or
issue submissiondialogwhenbrowsing thepublic portal.

Leaving the Publiccheckbox uncheckedallows you to restrict
access to the iOSProfile youcreated. Todownloadprivate
profile content,usersmust enter anaccess keyyougenerate
in the representative console.

Once youhaveconfigured iOSProfiles, youare readyto
configure access to oneormoreportals andan invitation
email,allwith localization support.
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Configure Public Portal

As anEnterprise licensedcustomer, youareallowedtoenable or disable the iOSportalandconfigure different localizable
messages for eachpublic site youhavedefinedonthe Public Sitespage. TheApple iOS :: Settings sectioncontains a
dropdown list for you to select thepublic site youwant to configure.

Checking thebox iOS Configuration Profiles Page EnabledwillcauseApple iOSdevice users accessing the selectedpublic
site tobe redirected to your iOS portalcontainingyour instructions, your public iOSconfigurationprofiles,andanaccess key
submission field if youhaveconfiguredanyprivateprofiles.

If the iOS Configuration Profiles Page Enabledcheckbox is notchecked for acertainpublic site, iOS device users visiting that
public sitewill notbe redirected toan iOS-specific portal; theywill see the traditionalportal. If noneof your public sites have the
iOS Configuration Profiles Page Enabledcheckbox checked, then theGenerate Apple iOS Profile Access Keyoptionwill not
be visible on the Supportmenu in the representative console.

Youmust have theAdministrator permission inorder to viewandconfigure theApple iOS :: Settings section.
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Security

To ensure thatconfigurationprofiles are downloadedto iOS
devices over anencryptedHTTPSconnection,youmustcheck
the Force Public Site to Use SSLcheckbox onthe
Management > Securitypageof the /loginadministrative
interface.Otherwise,profile downloadswilloccur over
unencryptedHTTPconnections.
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Configure Portal Instructions

TheApple iOS :: Portal sectionallows you toprovide the localized title and instructionyouwantdisplayedonyour iOSportal for
the selectedpublic site.

The instructions youenter shouldprovide the user withanyspecial instructions theyshould follow inorder to obtainassistance.
Telephonenumbers youenter in the instructions willbeautomaticallydisplayedas links on theportalpage--assumingyouusea
telephonenumber formatcomprehensible to themobile Safaribrowser--and iPhoneusers cansimply tap the link inorder to
dail the number.
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Configure Invitation Email

The Invitation Email sectionallows you tocustomize thepublic site-specific, localizedemailmessage subjectandbodythatcan
containplaceholders for the representative name,apublic site URL,anaccess key,anaccess keyURL,as wellas anygeneral
instructions ormessages youwish the user to read. Themessagecanbegeneratedandsent toan iOSuser fromtheAccess
Key Generateddialog in the representative console. The representative consolewillattempt to create themessage in the
representative's default emailclient.
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iOS User Experience

For the user,downloadingand installingconfigurationprofiles is
easy.

The iOSdevice usermayarrive at the homepageof your
supportportalbyenteringapublic site address provided to
themover thephone. Theportaldetects the incomingbrowser
request is froman iOSdeviceanddisplays your iOSportal
insteadof the standardportal.Usersmaythenbrowse
available public profiles or enter access keys, thenview
specific profile descriptions youset in the /loginadministrative
interface.

If the user arrives to your supportportalusinga linkgiven to
themthroughanemailor SMSgenerated throughthe
representative console, theywillbe taken toapage listing the
collectionof profiles that the support representative chose for
them.Theymayalsoarrive at this pagebyenteringanaccess
keyonthe homepagewhichwas given to thembythe support
representative. Theaccess key is subject to theexpiration time
givenwhenthe keywas generated.

The usermay installaprofile bychoosingone fromthepublic
profiles or fromacollectionaccessible viaanaccess key. The
supportportalwillpresent thedescription thatwas assigned to
theprofile in the /loginadministrative interfaceandan Install
button.

Next, iOSdisplays its owndialogcontainingdetails about the
contents of theprofile andanother Installbutton. Tapping this
Installbuttonopens awarningdialog informing the user that
changeswillbemade to their device settings.Choosing Install
Nowapplies theprofile.
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Disclaimers, Licensing Restrictions and Tech Support

Disclaimers

This document is provided for informationpurposes only.Bomgar Corporationmaychange thecontents hereofwithout
notice. This document is notwarranted tobeerror-free,nor subject toanyother warranties or conditions,whether expressed
orallyor implied in law, including impliedwarranties andconditions ofmerchantabilityor fitness for aparticular purpose.Bomgar
Corporation specificallydisclaims any liabilitywith respect to this documentandnocontractualobligations are formedeither
directlyor indirectlybythis document. The technologies, functionality, services,andprocesses describedhereinare subject to
changewithout notice.

BOMGAR,BOMGARBOX,mark B, JUMPandUNIFIEDREMOTESUPPORTare trademarks of Bomgar Corporation;other
trademarks shownare thepropertyof their respective owners.

Licensing Restrictions

OneBomgar license enables one support representative ata time to troubleshootanunlimitednumber of remote computers,
whether attendedor unattended.*Althoughmultiple accountsmayexist on the same license, twoormore licenses (oneper
concurrent support representative)are required toenablemultiple support representatives to troubleshoot simultaneously.

*Starter Serviceaccounts are limited to 25 Jumpoints and/or JumpClients per site. Starter Serviceaccounts donotprovide
screenor commandprompt recordings.

Tech Support

AtBomgar,weare committed tooffering the highestquality servicebyensuring thatour customers haveeverything theyneed
tooperatewithmaximumproductivity. If youever needhelpwithaBomgar solution,please contact Bomgar technical
support:

l Toll-free:1.877.8BOMGARx2

l International:+01.601.519.0123 x2

l GeneralEmail: support@bomgar.com

l EMEARegion:emea.support@bomgar.com

l APACRegion:apac.support@bomgar.com

Technical support is providedwithannualpurchaseof ourmaintenanceplan.
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