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BOMGAR 10.5.2 Interface | What's New

Overview

[Enterprise & Standard]
Support Apple iOS

With our 10.5.2 release, Bomgar™
supports Apple iOS with Enterprise or
Standard licensing. Bomgar allows A E___Lx =

support representatives to offer iOS '

device users administrator-configured Ramad Fossword
public and private profiles for “ > -

downloading to their iPhone, iPad and : S
iPod Touch devices. Received d 12, 2010

Contains  Password Policy

More Details

Apple iOS Configuration Profiles are XML
files that contain device security
policies, VPN configuration information,
Wi-Fi settings, Exchange account
settings, mail settings, and certificates
that permit iPhone, iPod Touch, and the
iPad to work with a variety of systems.
For more information, please visit
http://www.apple.com/iphone/business

/integration/

After setting up an Apple configuration profile in the free Apple iPhone Configuration Utility available
online from Apple Support, administrators use the /login interface in Bomgar to make the profile
available to their customers. Users download and apply the content to their devices like they would
any app; however, downloading the Bomgar-enabled iOS Profile is based on settings the
administrator chooses, in a controlled and secure manner.

Customize Session Email Invitations in Public Portal > Customer Client

The /login interface now allows you to create custom email invitations for each public site. The
Invitation Email screen now allows you to customize your message and provide unique user
instructions for each public site, in any supported language. For example, a support team working
with one type of OS can send invitation emails specific to that system, while another team sends
invitation emails for a different user group.
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[Enterprise]
Increment LSID in Management > Failover

For Enterprise customers, the /login interface now includes the ability to increment the unique session
identifier in the event of a failover circumstance.
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Administrative Interface

[Enterprise & Standard]
Users & Security > User Accounts

To administer Apple iOS settings, ensure that you have enabled settings for iOS permissions. Two
representative permission settings exist for iOS in Users & Security > User Accounts:

* Allowed to Edit iOS Profiles
* Allowed to generate access keys for sending iOS profiles

See User Accounts and Group Policies in the Administrative User's Guide for more information, at
www.bomgar.com/documentation.

B O M G A R ) @ English (US) | Administrative IntgffeE.EmiI;cL)C()f!)UNT

STATUS  MYACCOUNT CONFIGURATION UM EFAI=MILIAGE REPORTS PUBLICPORTALS LOCALIZATION MANAGEMENT
USER ACCOUNTS | EMBASSY | REP INVITE | SECURITY PROVIDERS | GROUP POLICIES | KERBEROS KEYTAB

Allowed to Show on
Public Site

Allowed to Editi0S
Profiles

Representative Allowed to provide remote support
Permissions

Allowed to generate session keys for support sessions
Allowed to generate access keys for sending i0S profiles
Allowed to participate in the general queue
Allowed to manually accept sessions from a teamfembassy queue
Allowed to transfer sessions to teams which they do not belong to
Allowed to transfer sessions to embassies
Allowed to share sessions with representatives within embassies
Allowed to use the Get Mext Session feature
R T T R VL L e

With appropriate permissions and using the Rep Console, a support rep may select from the iPhone
profiles available and choose which one to deliver. A representative may generate an Apple iOS
Access Key, choose the profile to include, and send via Email or SMS.

When configuring settings, be sure to check the box iOS Configuration Profiles Page Enabled so you
will be able to generate an access key in the Representative Console.
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[Enterprise & Standard, continued]
Public Portals > Apple iOS

After setting up Apple iOS Configuration Profiles in the free Apple iPhone Configuration Utility, you are
ready to configure Bomgar iOS profiles and administer Apple iOS settings in the /login interface. For
detailed information on Bomgar support for Apple iOS, see the Apple iOS Technical Guide at
www.bomgar.com/documentation.

In the /login interface Apple iOS screen, click Add New Profile to create a public or private iOS
configuration profile in Bomgar.

B O M G A R ) @ English (US) | Administrative IntgffeE.EmiI;cL)C()f!)UNT

STATUS  MYACCOUNT CONFIGURATION USERS & SECURITY REPORTS [Rail-IR(sgeliy iRy L OCALIZATION  MANAGEMENT
PUBLIC SITES | HTML TEMPLATES | FILE STORE | AFPLEI0S | EXIT SURVEYS | CUSTOMER CLIENT | PRESENTATION

Apple iOS :: Configuration Profiles

NOTE: Before creating a Bomgar i0S Profile, you will need to generate a configuration file using the Apple Configuration Utility. The Apple Configuration Utility is a free download
directly from Apple. You will need to export the configuration file from the tool and upload it to your Bomagar i0S Profile.

Add New Profile

No i0S configuration profiles currently exist.
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[Enterprise & Standard, continued]

Configure Bomgar iOS Profiles by Uploading, naming, and describing the Apple iOS Profile you
created with the iPhone Configuration Utility software. This Bomgar profile name helps the user select
the right profile when browsing your support portal. A checkbox allows you to make the profile
public.

Selecting the checkbox to make the profile public enables a field that is visible on your public portal
exposing your browsable profile content to iOS device users when they arrive at the public site.

Note that the iOS users will not see a traditional representative list or issue submission dialog when
browsing the public portal. Leaving the Public checkbox unselected allows you to control access to
the Bomgar iOS Profile you created. Users enter the access key you provide to download private
profile content.

B O M G A R &3 English (US) | Administrative |nteUﬁa?eEA|?mi|;c3$!)UNT

STATUS  MYACCOUNT  CONFIGURATION USERS & SECURITY REPORTS [Rail=IR{sgeliy iy L OCALIZATION ~ MANAGEMENT
PUBLIC SITES | HTML TEMPLATES | FILE STORE | APPLEIOS | EXIT SURVEYS | CUSTOMER CLIENT | PRESENTATION

Add iOS5 Configuration Profile

Back to i0S Configuration Profiles

*Name [ Demo-Calendar-and-WiFi

®*File Please choose afile to upload. Browss...
NOTE: The maximum file size is 100 KB.

*Description 7

Add Profile

Make Profile
Public

Public
*Required

Copyright @ 2002-2010 Bomgar Corporation. Redistribution Prohibited. All Rights Reserved. www.bomgar.com
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[Enterprise & Standard, continued]

Each configured Bomgar iOS Profile appears as a public or private setting profile. You can also edit or
delete the profiles from this screen.

Note that the underlying Apple iOS Profile must be altered using the Apple iPhone Configuration
Utility to change device security policies you wish to distribute to iOS device users.

STATUS  MYACCOUNT CONFIGURATION USERS & SECURITY REPORTS [Rail=IR{sgeliy il | OCALIZATION  MANAGEMENT
PUBLIC SITES | HTML TEMPLATES | FILE STORE | AFPLEIOS | EXIT SURVEYS | CUSTOMER CLIENT | PRESENTATION

Apple iOS :: Configuration Profiles

Item "Demo-Calendar-and-WiFi" was successfully added.

NOTE: Before creating a Bomgar i0S Profile, you will need to generate a configuration file using the Apple Configuration Utility. The Apple Configuration Utility is a free download
directly from Apple. You will need to export the configuration file from the tool and upload it to your Bomagar i0S Profile.

Add New Profile
Name Public

Demo-Calendar-and-WiFi Mo
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[Enterprise & Standard, continued]

The Settings screen contains a dropdown selection allowing you to set the Public Portal/Site from
those sites you have configured in the Public Sites screen. Checking the box to enable the iOS
Configuration Profiles Page enables Apple iOS device users accessing the public portal to get
redirected to your specific instructions and, if you so direct, your iOS configuration profiles.

Note that leaving the box unchecked prevents redirection when a user visits your public portal. The
checkbox for iOS Configuration Profiles Page Enabled also enables you to generate an Apple iOS
Profile access key in the Representative Console.

B O M G A R ) @ English (US) | Administrative Inti;lffeE.EmiI;cL)C()f!)UNT

STATUS  MYACCOUNT CONFIGURATION USERS & SECURITY REPORTS [ATRIsGelsqyliR-aN | OCALIZATION MANAGEMENT
PUBLIC SITES | HTML TEMPLATES | FILE STORE | APFLEIOS | EXIT SURVEYS | CUSTOMER CLIENT | PRESENTATION

Apple iOS :: Settings

: ~ | Default |« |

i05 Configuration Profiles Page Enabled

NOTE: Ifthis is checked, i05 users visiting the public portal will be redirected to an i05-specific page containing the instructions below and, optionally, iOS configuration
profiles. Ifthis is not checked, i05 users will not be redirected away from the normal portal page.

Note that you may set SSL via the Force
Public Site to Use SSL checkbox setting BOMGAR
within Bomgar Security: >Management R TP AP R PTIPIE rscn
>Security. Selecting this security setting e — ST e N
forces an iOS device user downloading e et g I s

your configured profile o download
over HTTPS.

USER LOGIN

dmisates Intectacs | Agmin

If this setting is not selected, downloads
occur over HTTP.
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[Enterprise & Standard, continued]

The Portal screen allows you to name your portal and provide details on user options. When an
iPhone user browses to the public site, any special instructions help direct the user to get assistance,
such as providing a telephone number.

B O M G A R .U @ English (US) | Administrative Inti;lffeE.EmiI;cL)C()f!)UNT

STATUS MYACCOUNT CONFIGURATION USERS & SECURITY REPORTS [ATRIsGelsqpliR-aN | OCALIZATION MANAGEMENT
PUBLIC SITES | HTML TEMPLATES | FILE STORE | APFLEIOS | EXIT SURVEYS | CUSTOMER CLIENT | PRESENTATION

Apple iOS :: Portal

Title | cystom English (US) en-us IZ| Localization Interface

My Company i0S Save
Message | cystom English (US) en-us IZ| Localization Interface
This is a list of i0S configuration options available. -
- || Save

Contact Bomgar | www.bomgar.com | feedback@bomgar.com | 866.205.3650 Page ¢



BOMGAR 10.5.2 Interface | What's New

[Enterprise & Standard, continued]

The Invitation Email screen allows you to customize your message for iOS users and provide unique
user instructions for the iOS public site. For example, some of your customers may get specific, private
profiles you describe via a session key you provide. Bomgar also provides a default iOS message.

B O M G A R .U @ English (US) | Administrative Inti;lffeE.EmiI;CL)g!)UNT

STATUS _MYACCOUNT _ CONFIGURATION  USERS & SECURITY REPORTS [lIINIRel P Ry LOCALIZATION  MANAGEMENT
PUBLIC SITES | HTML TEMPLATES | FILE STORE | APFLEIOS | EXIT SURVEYS | CUSTOMER CLIENT | PRESENTATION

Apple iOS :: Invitation Email

Subject| cystom English (US) en-us IZ| Localization Interface
Access Key from %REP_NAME® Save
NOTE: You may include %REP_MNAME®% in the above text which will be replaced with the representative’s name.

Body | custom English (US) en-us IZ| Localization Interface
%REP_MNAME ould li u to send you content for your iPhone or -
0 rec t p E and follow the links
for each item.

%SESSION_KEY_URL%

NOTE: The following macros may be used in the body:
Macro Purpose
%REP_NAME®% The display name ofthe representative.
%SESSION_KEY®% The session key the customer can enter in the Session Key field on the public portal.
%SESSION_KEY _URL% The URL to which the customer can go to retrieve the content.
%PUBLIC_SITE_URL% The URL ofthe public portal selected by the representative.

Copyright @ 2002-2010 Bomgar Corporation. Redistribution Prohibited. All Rights Reserved. www.bomgar.com
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Representative Console

[Enterprise & Standard]
Support > Generate Apple iOS Profile Acc

ess Key...

Representatives send iOS device users access keys to allow them to obtain private profile content via
their devices. After configuring the representative user account in the /login interface for iOS profile
permissions, a new menu item appears in the Representative Console Support menu. Click Support,
then Generate Apple iOS Profile Access Key.... Log off and then back on if Generate Apple iOS
Profile Access Key... does not appear after setting your configuration in the /login interface.

=1 Bomgar Representative Console -
File | Support | Help

v Showing On Representative List

—H Generate Apple iOS Profile Access Key...

- ) | o Purple Team (0)
— L Jump to...

|Getmext | | Accept | | Transfer |

T shelllump.. Platform Issue

Get Next Session
Bomgar Buttons...

Present 3

< I

Total Time Comp

»

[> ‘ Purple Team

4 LIS

K [ (ump] [Remove] (Shell Jump.... ] | [JumpTo... ]
Na?ne Comments Status Mode CPU Disk
[ ‘ Default Team
[> ‘ General
[> ‘ Personal

=

All Representatives

|§ All Representatives

| send |
| send File |

BOMGAR (7]

When you select Generate Apple iOS Profile Access Key, the Apple iOS Profile Selection screen

opens.

Confact Bomgar | www.bomgar.com | feedback@bomgar.com
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[Enterprise & Standard, continued]

In the Apple iOS Profile Selection screen, you can select any profiles available from the Apple iOS
Profiles previously configured and uploaded in the /login interface, to make them available to your

iOS device user. You may select multiple public or private profiles to distribute via your iOS-browsable
portal.

ar Representative Console - =
elp

sessions (0:0)

4 Representatives

Personal (0) . General (0)
me iﬁ Queue Mame
Availabl Selected:
Demo-Password 5 Demo-Calendar-and-WiFi
Demo-VPM-and-Email
13
Kl
s
[ |Jum|:
Name MName: \
| Default Team Demo-Calendar-and-WiFi
1 General .
Description: l
| Personal
This is another demo 3
1 Purple Team

Generate AccessKey...| [| Cancel |

Click the Generate Access Key... button to produce options for your user to get the selected profiles
the administrator has marked as private.
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[Enterprise & Standard, continued]

The representative chooses whether to request that the user enter the generated access key on your
support portal, send them directly to the supplied URL, or email them your customized invitation.

An expiration dropdown box allows you to select how long the generated access key may be used
to access private profiles. Use the Public Portal dropdown selection box to conveniently select from
Public Portals you may have configured.

Click Send 1o iOS Device to select from conventional email or SMS format.

,—L!;
m

Profile Access Key:

‘fou may give the selected content to an Apple i0S (iPhone, iPad, etc.) user by directing them to enter the following access key
on your Support Portal, by sending them directly to the following URL, or by emailing an invitation.

Access Key:  HWYS5445
URL:  http:ff
Expiresin: |10 Minutes - July 22, 2010 04:03:43 PM

Public Portal: [Defadt'. - ]
Copy URL M ice ¥ Close
By SMS

By Email H
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iOS User Experience

For the user, enabling Bomgar support is easy. The
portal detects the incoming mobile browser B

request. Adding the necessary content is the . ‘ o nstaitprtie |
same as downloading an app.

Password
The Apple iOS device user arrives at your support . B il
portal based on the method your representative i o s

Contains Password Pokicy

selects.

More Details

Users browse available profiles or enter access
keys, then view specific profile descriptions you
set in the /login interface.

Clicking the Install button in the iOS device profile
opens a warning dialog informing the user that
changes will be made in device settings.
Choosing Install Now applies the profile.

Unsigned Profile

Installing this profile will change
settings on your iPhone.

Cancel Install Now
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Administrative Interface

[Enterprise & Standard]
Public Portal > Customer Client

Enterprise and Standard customers may fully customize emails used to initiate sessions, using the
Customer :: Invitation Email Screen. The remote support session invitation email is fully customizable by
administrators in the /login interface.

You may create custom email invitations for each public site, providing unique information or user
instructions for each public support site. For example, a support team working with one type of OS
can send Invitation Emails specific to that system, while another team sends Invitation Emails for a
different user group. Bomgar provides macros in the screen to make customization easier. Invitation
Emails can be customized in any supported language.

B O M G A R”J @ English (U3) | Administrative Intl;-:fieE(irgLe(?CfCl)UNT

STATUS MYACCOUNT CONFIGURATION USERS & SECURITY REPORTS [EICINIWGeAimg LOCALIZATION MANAGEMENT
FUBLIC SITE | HTML TEMPLATE | FILE STORE | APPLEIOS | EXIT SURVEYS | CUSTOMER CLIENT | PRESENTATION

Customer :: Invitation Email

Subject | custom English (US) en-us El Localization Interface

[Remote Support Invitation from %REP_NAME% |[ save
NOTE: You may include %REP_MNAME®: in the above text which will be replaced with the representative’s name.

Body | custom English (US) en-us El Localization Interface

%% REP_MAME% would like to start a support session with you. To do so, -
please click on the link below and follow the online instructions.

%SESSIOM_KEY_URL%

Bomgar enables a support representative to view your screen in order to
assist you. Session traffic is fully encrypted to protect your system’s data.
Once a session has begun, you will be able to end it at any time.

m

(4]
o
©

Fowered by %PRODUCT% -

NOTE: The following macros may be used in the body:
Macro Purpose

%REP_MAME® The display name of the representative.
%SESSION_KEY% The session key the customer can enter in the Session Key field on the public portal.
%SESSION_KEY _URL% The URL to which the customer can go to start a session.
%PUBLIC_SITE_URL% The URL ofthe public portal selected by the representative.
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[Enterprise]
Increment LSID in Management > Failover

For Enterprise customers, the /login interface now includes the ability to increment the unique session
identifier in the event of a failover circumstance. Set the minimum value to increase the identifier
count of LSID events in the backup appliance thus avoiding duplication of primary appliance event
ids.

STATUS MYACCOUNT CONFIGURATION USERS & SECURITY REPORTS PUBLICPORTALS LOCALIZATION ARVENESAISiN)
SOFTWARE MANAGEMENT | SECURITY | SITE CONFIGURATION | EMAIL CONFIGURATION | OUTBOUND EVENTS | FAILOVER | SUPPORT

Failover :: Primary Site Instance Status

This is the PRIMARY site instance for support.example.com

The last data-sync was successfully pulled by supportexample.com at 2010-08-09 16:28:38 CDT (Refresh Status)

Send Alert if No Data-Sync is Pulled [Eyery Day =]

NOTE: You should set this alert time to something greater than the data-sync interval configured below.

Status History B

Failover :: Primary Site Instance Configuration

Data-Sync Interval u

NOTE: Any existing backup site instance(s) will not begin to sync on this interval until they perform their next data-sync on the previous interval. You
may wish to log into a backup site instance and press the "Sync Now™ button.

Data-Sync Bandwidth Limit Unlimited n

NOTE: All backup site instances will use this bandwidth limit. Any existing backup site instance(s) will not begin to use this bandwidth limit until after
they perform their next data-sync. You may wish to log into all backup site instances and press the "Sync Now™ button.

Minimum L5ID Increase Events

NOTE: Enter the minimum amount to increase the LSID count in case of a failover event. This value allows a backup appliance that has become the
new primary appliance to generate new LSID events while avoiding duplicate LSIDs that may have already been generated on the old primary
appliance. Itis advised to only change this number as directed by Bomgar Support.

Shared Selectthe |P addresses to use when failing over. These |IP addresses will be enabled by the backup site instance when it becomes the primary site instance. They will be
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BOMGAR 10.5.2 Interface | What's New

Bomgar™ and the Bomgar Button™ E are registered trademarks of Bomgar Corporation.
Copyright © 2010 Bomgar Corporation. All Rights Reserved.

www.apple.com and all associated sites linked to www.apple.com by Apple, its subsidiaries and
affiliates are the property of Apple Inc. and its licensors. Apple is a registered trademark of Apple Inc.

Copyright © 2010 Apple Inc. All rights reserved.
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